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Naming Standards/Conventions
General Role Naming Conventions

» The First Node identifies whether the role is a “S”ingle role or “C’omposite, “R3” or “BW” role
and that it is a “P”roduction role
= Single role names will begin with “S”
= Composite role names (roles comprised of two or more single roles) will begin with “C”
» R3/HRMS Role names will have “R3” as the second and third characters.
= BW Role names will have “BW” as the second and third characters.
» The fourth character will be “P” identifying the role as a production role.

» The Second Node identifies whether the role is standardized (“DE”centralized or “CE”ntralized)
or custom (agency/personnel area specific)
= Decentralized roles are assignable by decentralized security Authorization Administrators.
= Centralized roles are assignable by DOP only.
= Custom roles are agency/personnel area specific, and include the Security Administrator
roles, Structural Data Profile roles, BW End User, BW Power User and BW Workbook/Web
Template roles.

» All subsequent Nodes are descriptive abbreviations to match the role name
» Example: SR3P_DE_PAY_ANL — Decentralized Payroll Analyst, built as single role and
assignable by agencies.
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R3/HRMS Roles

R3/HRMS role assignments typically consist of at least one (1) Decentralized Role or Centralized
Role and a Structural Data Profile Role.

R3/HRMS Security Admin and Audit Role assignments typically consist of at least one (1)
Security/Audit Role and a Structural Data Profile Role.

BW Only users will, at a minimum, need to have an R3/HRMS UserID established, with the
Structural Data Profile Role assigned to their position, before the BW UserID can be established.

» Decentralized HR Role names begin with ‘SR3P_DE* with the remaining characters being as
descriptive as possible to match the role name.
» Example: SR3P_DE_PAY_ANL — Decentralized Payroll Analyst

» Centralized HR Role names begin with ‘SR3P_CE™* with the remaining characters being as
descriptive as possible to match the role name.
» Example: SR3P_CE_FINC_APRYV - Centralized Financial Approver

» Security Admin and Audit Role names begin with ‘SR3P_XXXX*" with the remaining characters
being as descriptive as possible to match the role name, and XXXX being the Personnel
Area/Agency.
= Example: SR3P_1110_AUTH_ADMIN — DOP Authorization Administrator

» Structural Data Profile Role names begin with ‘SR3P_XXXX_DATA_PROFILE’ with XXXX being
the Personnel Area.
» Example: SR3P_1110_DATA_PROFILE — DOP Structural Profile Role

Role Profiles

» Role Profile names begin with WA* with the remaining characters being as descriptive as
possible to match the profile name.
= Example: WADPAYANL - Profile for role SR3P_DE_PAY_ANL
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BW Roles

BW Role assignments typically consist of one (1) BW End User or BW Power User role, one (1) or
both InfoCube Roles, and agency specific & statewide Workbook/Web Template Roles.

BW Security Admin Role assignments typically consist of the agency specific User Admin Role
only.

BW Security Audit Role assignments typically consist of the agency specific Audit Role only.

» BW End User, Power User, and Workbook/Web Template Role names begin with
‘SBWP_XXXX’ where XXXX is the personnel area, with the remaining characters being as
descriptive as possible to match the role name.

» Example: SBWP_1110_END_USER- DOP BW End User

» BW InfoCube Role names (HR or Fl) begin with ‘SBWP’ with the remaining characters being as
descriptive as possible to match the role name.
» Example: SBWP_DE_FI_R1_ICUBE_ONLY — BW FI InfoCube (Only) Role

» BW Security Admin Role names begin with ‘SBWP_XXXX" where XXXX is the personnel area,
with the remaining characters being as descriptive as possible to match the role name.
= Example: SBWP_1110_USER_ADMIN — DOP UserID Administrator
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Portal Roles

Portal Roles consist of End User, BW (if accessing BW) and/or WebGUI (if accessing R3/HRMS
data via the portal) roles

» Portal Role names begin with ‘hrms.*” with the remaining characters being as descriptive as
possible to match the role name.
= Example: hrms.BW —role for Business Warehouse users.
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User Groups For Authorization

» User Group names are formatted as follows: WA_XXXX
=  Where XXXX = Personnel Area

» The description should match the agency name (example follows)
= User Group: WA_1110
= Description: Department of Personnel
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Security UserID Administrator
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R3/HRMS
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Position Based Security Setup
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Initial UserID Setup Steps

The following steps must take place for the initial setup of a UserID.
1. Create or update SAP UserID (SU01)

2. Create/verify link Personnel Record to SAP UserID (PA30)

3. Update User Authorization Table T77UA (OOSB)
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Create or update SAP UserID (SUO01)

1. Enter transaction ‘SU01’ (/nSUO01) to create or update SAP UserID; enter the UserID (personnel
number, including leading zeroes), and click on the eyeglasses to view UserID. If no UserlD
exists, complete steps 2 through 9 below. If the UserID currently exists, check the following, and
update where needed:

Logon Data tab — Refer to step 4 below

Defaults tab — Refer to step 6 below

Parameters tab — Compare against Parameters tab of UserlD TEMPLATE_ID, and copy as
needed, using instructions in Copy parameters from TEMPLATE 1D below.

Roles tab — Confirm role assignments shown are for your personnel area, and that they are
displayed in blue, as the result of role(s) being correctly assigned to position(s) in the
organizational structure for your personnel area, except the ESS role
(SR3P_SOW_ESSUSER), which should display in black, as the result of direct role assignment
to the UserlID.

Licence Data tab — Refer to step 7 below

Remember to SAVE your changes

2. Copy the Template UserID to create the new UserID.
a. Enter TEMPLATE_ID in the ‘User’ field.

b. Click E to COPY the Template UserID.

User Mafntenagce: Initial Screen
02 & I(@)E =4

a.
User TEMPLATE_ID [

Note: The TEMPLATE_ID UserlID was created to assist in the creation of new UseriDs.
This ID contains basic default settings that all UserIDs will need. There are several fields
that will require changes after the copy step is performed and before the UserID will be
useable in the system.
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3. Enter the new UserlD (UserID is always the Personnel number, and must include leading zeroes)
and click (Copy) to continue.

[] Address
Defaults
User Parameters

Reference User

Roles

Authorization Profiles
User groups
Personalization

Licence Data

SAP Easy Access Settings

@ =
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4. Click ‘Logon data’ tab; update the following:
a. Click on the password Wizard button, an initial password will be generated. Click v to

continue.

d. Wizard button,
Password ‘\‘
Initial passwaord Hunu
Repeat password T bbbk

Information

@@

b. The generated password will appear in the ‘Initial password’ field. Make note of the password
or select, copy and paste it for future distribution to the User. As a reminder, ‘hardened’
password standards apply to passwords in production (i.e. must contain at least one letter, one
number and one special character, and must be at least six bytes; the password generator
always generates 8 byte passwords).

b. Passwaord

Initial passwaord

Repeat password e

c. Enter the User Group for your Agency. To search, click L2/ to search for your User Group.
C. | User Group for Authorization Check

1118

d. If not already checked, change the User Type from ‘Reference’ to ‘Dialog’ - this is very
important, as the new UserlD will not work unless ‘Dialog’ is checked.

d. | User Type User Type

Fi

(' Dialog i@ .
_ Communications / _ Communications

) System (| Systemn
I Semnice () Service

@ef&ren ce () Reference
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e. Populate “Accounting Number” field in “Other Data” with User Group data from 4c above,
except do not enter ESSUSER here.

Cther Diata e
Accounting Mumhbe Wa_111@

Zost center

5. Select the ‘Address’ tab, enter user’s first and last name and any other desired information and
press enter when complete. (The ‘Last name’ field defaults to the UserID)
Address k Logon data k SNC h Defaults k Parameters k Roles h Profiles “. Elﬂ

Person E|
Title | = Ii‘
Last name 11111111 4—
First name :

Academic Title

Format 11111111

Function

Department

Room Mumber Floaor Building

Communication

Language E Other communication... |
Telephone Extension
Mobile Phone =
Fax Extension __
E-Mail
Comm. Meth E
Assign other company address. .. | | Assign new company address.. | %
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6. Click ‘Defaults’ tab. If you did not copy this UserID from ‘Template_ID’, ensure the following fields

are filled as shown:

Address | Logondata | SNC - Defaults | Parameters | Roles |

Start menu |

Logaon Language@

[=

Spool Contral
O evice

| [Dutput Immediately
[ ] Delete After Cutput

Decimal Motation

234567 89
@ 1)234 567 .89

1 234 56T 89

Diate Format

FPersanal Time Zone
ofthe User PST
vz, time Zone

CATT
[ ] check Indicatar

Y IMBD D
LN -hihd-0 0

7. Click ‘LicenceData’ tab.

a. Click right arrow until the ‘LicenceData’ tab appears (it is currently the last tab)

Parameters | Roles | Profiles

I

b. Verify the Contractual User Type is ‘mySAP HR Professional’.

Parameters | Roles | Profiles | Groups | Personalization — LicenceData |

Contractual User Type

mySAP HR Professional

c. Click [ when finished.

Country Surcharge
%
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Copy parameters from TEMPLATE_ID

» Launch transaction SU01 (/nSUO01)
= Enter template_id and click the eyeglasses

User Maintenance: Initiali Screen

0O A «)a @ a4

EMPLATE_ID [

= (Click Parameters tab

_BP.SISSLIPF'EIF:T 121242006 05:55;02 m

,'— /—-
Address 1 1 aaE

In the transaction box enter /0SUO1 (this will launch SUO1 in a new, separate window).

Display User

| Licence Data || i# References |

» Enter ‘target UserID (UserID to be updated) and click the pencil
User Maintenance: Initial Screen

»

90399098 [

= (Click Parameters tab

mwmzszuaa 16:07:19 M

Address
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= Toggle back to template_id
» Press Ctrl +y (your cursor will turn into a large plus sign)
= Place cursor in first field of first row

Address k Logon data k ShC k Defaults = Parameters k Foles k Profiles “. [
rParameter [N Pararmeter value short Description IE
[RUD/LANG €  EN RWD Context Sensitive Help User Reference Langu |
SRUNFEH HFEI P 2FRWVEFR R T amtavt Rancitivae Haln PIT |-

= Press and hold left mouse button, while dragging across to 2™ column, and down (highlighted
fields will turn dark blue)
Parameter [N |Parameter value |Shart Desc
{RUWD{LANG =
| HELP SERVER

10 ] -
WA,

HR_DISP_INFTY_NUM

LND

MOL

0M_0BJM_NO_LAST_SE

P

POD

POk

FOP 01

IPST 1
[l

* Release left mouse button, and press Ctrl + ¢
= Toggle back to ‘target UserID
= Place cursor in first available field

Address k Logon data k S k Defaults = Parameters k Foles k Profiles Ih

rParameterlD FPararmeter value Short Description
BUK A0 Company code
“—
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»= Press Ctrl + v, then press Enter

Address k Logon data k SHC k Defaults FParameter
rParameterlD Parameter value Shaort Descriptic

fRWDLANG ER RWD Context 2
{RWD/ZCH HELF SERYER RWD Context 2
BUK A1 Company code
CAC A1 Controlling are:
CYR SO-2 CATS: Variant fi
FWS 5D Currency unit
HE_DISP_IWFTY_NUH HR: Display Inf
LND )3 Country ke
MoL 10 Ferzonnel Coul
OM_OEJH_WO_LAST_SEAR OmM: Do Mot Res
PRI s Country Key Wei
POD 01 Default Status ¢
POK B FD: Views (Key,
POP 01 Flan Yersion (P

Repeat the steps above until the ‘targef UserlD is populated with all parameters from template_id.

Non SSO Decentralized Security Administration Handbook v3d
Revised: 12/11/2006

Page 20 of 143



Verify/Create Link Personnel Record to SAP UserID (PA30)

Prerequisites:
v Personnel number and UserID (should be the same)
v" UserlD must exist

1. Enter transaction ‘PA30’ (/nPA30) to link the personnel record to the SAP UserID.

2. Enter the Personnel number for the newly created user, incuding leading zeroes (for example, Raz
Mezman’s personnel #: 999999999) and press ‘enter.” The person’s name and other information
should be displayed.

@ 3

Maintain HR Master Data

02 s 06 d|

B Y T

Find by RAZ MEZMAN

< 4 Person 610
{H} Collective search help

fHl Search term
{Hl Free search
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3. Inthe ‘Direct Selection’ tab at the bottom, enter the following:
a. ‘105’ in the Infotype field
b. ‘0001’ in the Sty field.
c. Hit ‘enter’. The word ‘Communication’ should now be displayed in the Infotype field, and
‘System user name’ should be displayed to the right of the Sty field.
Basic personal data k Contract data h Gross/net payroll h Met payroll k Addt.. lh mm

Dlnfotype text E. |:| Period
Actions w ® Period
_Organizational Assignment W [ ] Fr. To
:Personal Data o ) Today ) Currweek
| |Addresses v AT () Current month
|__|Bank Details i ' From curr.date ) Lastweek
_Family Member/Dependents ()Up to Today 1 Last month
| |EnE || | ©rCurrent Period ) Current Year
- % | Choose |
Direct selection a. b.
Infotype STS].rstem user name (SY-UNA..

4. At this point, you can either verify or create the link. To verify the link, click on the eyeglasses, and
compare your display to the screen shot in 5b below. If the ‘ID/Number’ field matches the

Personnel number and the ‘Start’ & ‘to’ dates are valid, you're done. If no link exists, click O and
proceed to step 5.

5. Enter the ID/number and save as follows:
a. Enter the user’s UserID in the ‘ID/Number’ field; this should be the same as the personnel
number, including leading zeroes.
b. Click the ‘Save’ button. The Personnel Record is now linked to the SAP UserID.

Infotype  Edit Help

X il f
(V] 2@ e SHE an0n BE QB
Ly.

Create Communication

o

ey
\:D| [ 1] i Personnel No. 19950088 Name RAZ MEZMAN
Find by PersArea 4610 Dept of Ecology EEGroup @ Permanent
=7 mPerson | PSubarea aBJ2 Agencywide EESubgroup 01 Exception Monthly Status  Active

fH Collective search help Start 16.07.2004| o 31120999

{Hl Search term
{Hl Free search

Communication
Type BEB1  Systern user name (SY-UNAME)

IDinumber  A. 989994949

6. Upon successful update the following message will appear in the status area:

F@ Record created
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Update Table T77UA (OOSB)

NOTE: Table T77UA is the User Authorization table; there is only one, and only one individual
can be updating this table at a time. Bottom line, when you launch transaction OOSB, please be
as quick as possible in completing your task and releasing the table when you’re finished.

Prerequisites:
v Personnel number and UserID (should be the same)
v UserID must exist
v SAP UserlID linked to personnel record (PA30)

1.

Enter transaction ‘OOSB’ (/nOOSB) to update table T77UA.

To locate an entry, click |@

Faosition...

| at the bottom of your screen.

Enter the UserID (personnel number, including leading zeroes, and click the green check.

OROOEGS4

[ W E_3100

0l = Another entry

— Llzser Mame
— Auth.profile
o Start date

bE/ 27/ 2006[127/31/9999

EEEEEEEE

anannnnz?m

alninial=4 Il'il'i JA4 .l"ll'il'il:"ldi'l.l"l'l Aannnn

Review entries in each field for correctness; if there are errors, you'll need to delete the line, and re-

enter correct data for UserID. If no entry exists for the UserlD, proceed to step 5.

Click Mew Entries (

Selection

System

New Entries) to enter the UserlID.

Help

B a0 &@a@ B

Change View "User Authorizations": Overview

P(owemnes )01 B 2 B B B

———
rUEEFNElrI"IE Auth.profile Start date  |End date
20000005 AMYTPROFILES 10/06/200412/31/9909
20000006 AMYTPROFILES(10/06/2004(12/31 /9999
AMOSA DNRAAA B7/15/2060312/31 /3999
AMYHRTEST HOMERSEMPS (10/28/2004/12/31/9989
AMYTEST1 AMYTPROFILES(10/06/2004(12/31 /9999
AMYTEST2 AMYTPROFILE4(10/06/2004(12/31 /9999
BETTYB DNRAGY Ba/B5/2004(12/31/9909
CARLC DNRBBEB 12/61/20602(12/31 /3999

D IE]
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6. Enter the following:

User Name —the UserID (Personnel number, including leading zeroes)
Auth.profile — the authorization profile for your specific personnel area; Pers Admin
Processors require a 2" entry w/Auth profile ‘WA _SOW’.

a.
b.

c.
d.

7. Upon successful save, the following message will appear in the status area (lower left)

Start Date — this can be a past, present or future date

End Date — if an exact date is known it should be entered, otherwise use 12/31/9999
Click [El (Save) when finished.

(=) (&

New Entries: Overview of Added Entries
FAEYE
I:UEEFNEI.FI"IE Auth.profile  |Stad-date  |[Enddate m
(1234567300 a_dup_n@) Qamzfzan;ﬁgmﬂgggg o[~
I I e [~]
& & H
[ s s

E@ Diata was saved
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Maintenance
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Mass UserID Maintenance (SU10)

NOTE: It is recommended that new Users be created manually to ensure that all base values are
set correctly. IF this process is used to create mass users, refer to the Template ID to ensure
that all settings are included.

There are many options for Mass User Maintenance, including locking of IDs, changing Parameters

and/or Defaults, etc.

This example shows how to add parameters for multiple users.

1. Enter transaction ‘SU10’ (/nSU10)

2. From the User Maintenance: Mass Changes Initial Screen, click ‘Authorization data’ button
User Maintenance: Mass Changes Initial Screen

O a8 &8 B

User selection

...--'""'""-_____-_-"‘"-...

| Address data

t Authorization data )

e —

e

3. Search on the User Group. You can also search using any of the other options to refine the results.

a.

Agency’s User Group.

Click & to execute the search.

b Users by Complex Selection Criteria

@& o

Selection Criteria for User

User

| lzer M alias

Group for Authorization
User Group (General)
Reference user

4. Select and Transfer the Users to update

a. Click (Select All button) or select individual users
b. Click Transfer button

Users by Complex Sefectf%n Criteria
Transfer |4 4 » Pl G & ?ELL ® [

b

Enter the ‘Group for Authorization’, in this example it is XYZ_123. This would be your specific

Users by Complex Selection Criteria

Ganse) 4 4 P N @& FE R B

User Name User group |Full Mame —_— User Name User group
11111111 XYZ_123 first l1ast fvit1111111 XYZ_123
[ 222222232 X¥YZ_123 22222327 22222222 XYZ_123
133333333 XYZ_123 33333333 33333333 XYZ_123
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5. Click to Edit the Users.
User Maintenance: Mass Changes Initial Screen

User Full Mame
11111111 2t last

(22222222
33333333 33333333

6. Click ‘Parameters’ tab, ensure that the Add option is selected.

o |

) Remove

| |Parameter ID Parameter value Short Description
[+]
[~]

7. Enter the Parameter values and save changes.

a. Enter the Parameter ID (click in the field and click k= to select possible values) and enter the
Parameter value. Default parameter values are shown on the Parameters tab of Template_id.

b. Click & to save changes.
@ 2 i@ cee DHE an

Mass User Changes ’
& | Licence Data | & References |

_ Roles | Profi

Address | Logondata | Defaulis Parameters

@ Add
_'Remaove

|shart Description

o
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8. Click “Yes”.

9. Upon successful update Log Display will appear. The view who/what was changed, click
‘Expand’.
Log Display

B EE 2| @ E || Longtex

@ Mass user changes

system: RDB Client: 870
Executed by: Will WILLW (WILLW)
Date: 1273072005, time O7:45:31.
Mass user changes
System: RDO Client: 870
Executed by: Will WILLW {WILLW)
Date: 1273072005, time O7:47:24.
Mass user changes
system: RDB Client: 870
Executed by: Will WILLW (WILLW)
Date: 12/30/2005, time 08:04:01.
Mumber of users changed: 3

10. Continue clicking £ to expand the detail further. You can now review the changes that were made.

Eﬂ Mass user changes

System: RDGE Client: &70

Executed by: Will WILLW (WILLW)
Date: 12/30/2005, time 07:45:31.
Mass user changes

System: RDA Client: 870

Executed by: Will WILLW (WILLW}
Date: 12/30/2005, time 07 47:24.
Mass user changes

system: RDO Client: 870
Executed by: Will WILLW (WILLW}
Date: 12/30/2005, time 05:04:01.
User 11111111

Parameters for user 11111111 changed
Added

HR_DIZP_INFTY_NUM @

not changed

MOL :

PNI -

UGR :

User 22222222

Parameters for user 222232222 changed
Added
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Lock/Unlock SAP UserID (SU01)

1. Enter transaction ‘SU01’ (/nSUO01) to lock or unlock a UserID

2. Enter the UserID (Personnel Number, including leading zeroes) that needs to be locked or

unlocked into the ‘User’ field. In this example itis “11111111°. Click ‘Lock/Unlock’ button.
User Maintenance: Initial Screen

D/« 8 o@«4

RN 11111111 {3

3. A screen indicating the Lock Status of the User will appear.
a. If the useris ‘Not Locked’:

& %

b. If the user has been locked by the System Manager, there may be a specific reason, research
before unlocking:

& %

If the user has been locked due to incorrect login attempts:

C.

£ a %
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4. To LOCK the user, click the F‘ ‘Lock’ button. The User is now locked.

5. To UNLOCK the user, click the ‘Unlock’ button. The User is now unlocked.
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Mass UserlID Lock/Unlock (SU10)
1. Enter transaction ‘SU10’ (/nSU10) to lock or unlock multiple UserlDs

2. Select the Users to be Locked/Unlocked.
Option 1 — Enter the users manually
a. Enter the UserlDs (including leading zeroes) manually into the User Field
User Maintenance: Mass Changes Initial Screen

Dz0adBEE

P

| Address data [ Authorization data

User Full Mame

11111111
11111112
11111113
11111114
11111115 5

fititd
%

Option 2 — Select Users from a list
a. Click Address data button

User Maintenance: Mass Changes Initial Screen

OsdaLE8EE
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b. Leave the fields blank and click @ ‘Execute” (F8)
Select User According to Address

Mames

First name
Last name
User

Communication paths

Company
City
Buildings
Room
Extension

Other data
Department
Cost center

c. Select the Users to Lock/Unlock
d. Click ‘Transfer’ button

Settings  System  Help

_. T 2l H Qe DHE H0o0 EHE @

User Mass Maintenance
d.
Granster 4 4 P M B & FE O F &% choose [ sae T EZ EH

User Name First name Last name Full Name
—p ] 11111111 First Last First Last
C. — ] 11111112 First Last First Last
—_— ] 11111113 First Last First Last
—_— ] 11111114 First Last First Last
— 11111115 First Last First Last
[T SHANNONM Shannnn Mrlarv Shannnn MrlCarv

e. Click to Select All Users
User Maintenance: Mass Changes Initial Screen

Deoar@E

User selection
| Address data || Authorization data

r User Full Mame

fTiiT11 [ostLast
11111112 |First Last
11111113 |[First Last
11111114 |FirstLast

11111115 First Last
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3. To LOCK Selected Users

a. Click to Lock all the Users selected
User Maintenance: Mass Changes Initial Screen

Dlsa@LE

b. Alog screen similar to the one below will appear. Click ‘Expand All’ button
Log Display

PEE 2| @0 ¢ Lot

E] Mass user changes

System: RAD Client: 747
Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:15:33.
Number of users changed: 5

c. This expanded view gives a detailed log of each user that was locked.
Log Display

B EIE 2| @E | & Longtex

E Mass user changes

System: RAB Client: 747

Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:15:33.
=2 User 11111111 Tocked

Before: Mot Tocked.

After: _Locked by system manager !
=2 User 11111112 Tocked

Before: Mot Tocked.

After: _Locked by system manager !
= User 11111113 Tocked

Before: Mot Tocked.

After: _Locked by system manager !
=2 User 11111114 locked

Before: Mot Tocked.

After: _Locked by system manager !
=2 User 11111115 locked

Before: Mot Tocked.

After: _Locked by system manager !
Mumber of users changed: 5
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4. To UNLOCK Selected Users

a. Click to Unlock selected UserlDs
User Maintenance: Mass Changes Initial Screen

nsaa@

b. A log screen similar to the one below will appear. Click ‘Expand All’ button

Log Display
SE®E | & H || Lot

'_I] Mass user changes

System: RAD Client: 747
Executed by: WILLW (WILLW)

Date: 0G/13/2005, time 13:17:26.
Mumber of users changed: 5

c. This expanded view gives a detailed log of each user that was unlocked.

Log Display
Kzl=]

E Mass user changes

System: RAD Client: 747

Executed by: WILLW (WILLW)

Date: G6/13/2006, time 13:17:26.

=2 User 11111111 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

2 User 11111112 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

=] User 11111113 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

=] User 11111114 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

=2 User 11111115 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

Mumber of users changed: 5

system

system

system

system

system
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Delete SAP UserID (SU01)

NOTE: Since implementation of Release 2 ESS (Employee Self Service) and ERecruiting, it is
highly unlikely you would ever delete a UserlD from R3/HRMS. That said, the following steps
are provided for your information.

1. Enter transaction ‘SU01’ (/nSUO01) to delete a UserID

2. You will need to enter the UserlD to delete; NOTE: Be sure to check this individual’s BW UserlID; if
the only role assigned in R3 is the structural authorization data profile, the BW UserID should also

be deleted.
a. Enter the UserID (Personnel Number, including leading zeroes ) into the ‘User’ field. In this

example itis ‘11111111’. To search for the User, click @ to search and select the User.
b. Click E ‘Delete’ button or Shift + F2
User Maintenance: Initial Screen

0/ «@u a4

3. Click ‘Yes’ if you are sure you want to delete the User. The User is now deleted.
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4. You also need to remove corresponding entries from the T77UA User Authorization table for
deleted SAP UserIDs. Enter transaction OOSB (/nOOSB). The UserlIDs are displayed in numerical

order.

5. To locate an entry, click |@

6. Enter the UserID
DA0OGGR (A

Another e

— Llzer Mame

— Auth.profile
o Start date

(P
&

_3100

Faosition...

FEEEEEEEEE

Aanaann=zo

ilﬁ il.l noAannnc

Il'll'l.l-14 .l"ll'll'll:"l'i"l.l"l'i Aanmn

| at the bottom of your screen.

ersonnel number, including leading zeroes, and click the green check.
06/ 27/ 2006[12/37/9999

7. Click box to the left of the UserlID, and click E to delete the entry. Repeat for all entries for this

UserID that are associated with the user’s access in your agency/personnel area.
Change View "User Authorizations”: Overview

%2 Mew Entries @@z@ EE

LD IE

rugerName Auth.profile Start date End date

DoORe47n We_ 1110 D224/ 2006(12/31/9999
afelaypetetats] We_1116@ D224/ 2006(12731/9999
CEa19996 Wo_111@ D224/ 2006(12731/9999
QUO23187 Wa_1118@ p2/24¢2006(12/31/9999

FlWe_1110 B2/24/ 2006012 /31/99949

Wa_1118@ p2/24¢2006(12/31/9999
CE03g364a Wo_111@ D224/ 2006(12731/9999
DOn42332 Wa_1118@ p2/24¢2006(12/31/9999

8. You will see

@ Mumber of deleted entries: 1

in the status area.
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Mass UserlD Deletion (SU10)

NOTE: Since implementation of Release 2 ESS (Employee Self Service) and ERecruiting, it is
highly unlikely you would ever mass delete UserlDs from R3/HRMS. That said, the following
steps are provided for your information.

1. Enter transaction ‘SU10’ (/nSU10) to delete multiple UserIDs.

2. Select the Users to be deleted; NOTE: Be sure to check the corresponding BW UserlIDs; if the only
role assigned in R3 is the structural authorization data profile, the corresponding BW UserIDs
should also be deleted.

Option 1 — Enter the users manually
a. Enter the UserIDs (including leading zeroes) manually into the User Field
User Maintenance: Mass Changes Initial Screen

O« & EEHE

User selection
| Address data || Authorization data

rUSEr Full Mame
11111111
11111112
11111113
11111114
11111115 5

Lt
]

Option 2 — Select Users from a list
a. Click Address data button

User Maintenance: Mass Changes Initial Screen
A7 068 8

User selection a.
E Address data } Authorization data
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b. Leave the fields blank and click @ ‘Execute” (F8)
Select User According to Address

Mames

First name
Last name
User

Communication paths

Company
City
Buildings
Room
Extension

Other data
Department
Cost center

c. Select the Users to Lock/Unlock
d. Click ‘Transfer’ button

Settings  System  Help

_. T 2l H Qe DHE H0o0 EHE @

User Mass Maintenance
d.
Granster 4 4 P M B & FE O F &% choose [ sae T EZ EH

User Name First name Last name Full Name
—p ] 11111111 First Last First Last
C. — ] 11111112 First Last First Last
—_— ] 11111113 First Last First Last
—_— ] 11111114 First Last First Last
— 11111115 First Last First Last
[T SHANNONM Shannnn Mrlarv Shannnn MrlCarv

e. Click to Select All Users
User Maintenance: Mass Changes Initial Screen

Deoar@E

User selection
| Address data || Authorization data

r User Full Mame

fTiiT11 [ostLast
11111112 |First Last
11111113 |[First Last
11111114 |FirstLast

11111115 First Last
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3. Click or Shift + F2
User Maintenance: Mass Changes Initial Screen

0/@aLEERE

4. Click ‘Yes' if you are sure you want to delete the Users. The Users are now deleted.

5. Alog screen similar to the one below will appear. Click ‘Expand All’ button
Log Display

@E=a @8« e

) Mass user changes

System: RAQ Client: 747
Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:46:48.
Mumber of users changed: 5
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6. This expanded view gives a detailed log of each user that was deleted.

Log Display
35§||%‘*Lnngteﬂ

Eﬂ Mass user changes

System: RAD Client: 747
Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:46:48.
User 11111111 deleted

User 11111112 deleted

User 11111113 deleted

User 11111114 deleted

Uzer 11111115 deleted

Mumber of users changed: 5
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Reset SAP Password (SUO1)
1. Enter transaction ‘SU01’ (/nSUO01) to reset an SAP password

2. Enter the UserlD for which you are re-setting the SAP password.
a. Enter the UserlID (Personnel Number, including leading zeroes) into the ‘User’ field. In this
example it is ‘11111111’. To search for the User, click @ to search and select the User.
b. Click to Change Password or Shift + F8
User Maintenange: Initial Screen

0l2/& @ @@

User 111110 (o)
Mies

3. Enter the new password Manually or use the Wizard to Generate a new password

Option 1 — Enter new password Manually
a. Enter the new password and repeat for verification (Hardened password standards apply;
passwords must contain at least one letter, one number, one special character and be at least

six characters)
b. Click lil to Continue
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b. Note the generated password and click lil to Continue

4. Upon successful update the following message will be displayed. Notify User of new password.
ﬁé The password was changed
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BW
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Role Based Security Setup
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Create SAP UserlID (SU01)

All BW Users must first have an R3/HRMS UserID established; structural authorizations are
transferred on a nightly basis from R3 to BW to secure reporting. Due to overnight processing,
BW UserlIDs will not have access to data until the next business day.

Additionally, SSO BW Users will need UserID & password to display query results on the web
only. The initial password should NOT be changed by the user; if that occurs, the user should
contact the agency Security UserID administrator to re-generate the initial password, and the
BW User should always use the SSO button on the SAP GUI logon pad when accessing BW.

Specific Role Assignments for R3/HRMS:

= For those users that do not have other access to R3, an R3/HRMS UserIlD must be
established, and their position will only be assigned a structural authorization Data Profile
Role (example - SR3P_XXXX_DATA_PROFILE, where XXXX is your personnel area) in
R3/HRMS.

Prerequisites:

v' UserlD is created in R3/HRMS

v Roles assigned to Position in R3/HRMS, including the structural authorization data profile role noted
above.

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU01’ (/nSU01) to create SAP
UserlD

2. Copy the Template UserID to create the new UserID.
a. Enter TEMPLATE_ID in the ‘User’ field.
b. Click E to COPY the Template UserID.
User Maintenance: Initial Screen

_b.
02 & I(@)E =4

a.
User TEMPLATE_ID [

Note: The TEMPLATE_ID UserID was created to assist in the creation of new UserIDs. This
ID contains basic default settings needed by all UserIDs. There are several fields that will
require changes after the copy step is performed and before the UserID will be useable in the
system.
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3. Enter the new UserlID (Personnel number, including leading zeroes) in the “to” field, and click

to continue.

From TEMPLATE_ID

o

Choose parts

[ Address

[v] Defaults

[v|User Parameters
[v| Reference User
[v|Roles

[w] Authorization Profiles
[w] User groups

[v| Personalization
[v|Licence Data

SAP Easy Access Settings

@ %
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4. From the ‘Logon data’ tab, update the following:

a. Click on the password Wizard button, and an initial password will be generated. Click v to
continue. Note that ‘hardened’ password standards apply (i.e. must contain at least 1 letter, 1
number and 1 special character, and must be at least six bytes long. System generated
passwords are always 8 bytes).

a. Wizard button,

Password ‘\‘
|ﬂitialp355wgrd aa.a.a.a.a.;a.
REpEﬂtpasgwnrd e e e de ke e

Information

V@

b. The generated password will appear in the ‘Initial password’ field. Make note of the password
or select, copy and paste it for distribution to the BW User.

b. Passwaord

Initial passwaord

Repeat password e

c. Enter the User Group for your Agency. To search, click L2/ to search for your User Group.

C. | User Group for Agthorization Check
WA_1110 (=)

d. If not already checked, change the User Type from ‘Reference’ to ‘Dialog’ - this is very
important as the UserlID will not work unless ‘Dialog’ is checked.

d. | User Type User Type
r

I Dialog i@ Dialog

_ Communications / _ Communications

) System (| Systemn
I Semnice () Service

@ef&ren ce () Reference
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5. Select the ‘Address’ tab, enter user’s first and last name and any other desired information and
press enter when complete. (The ‘Last name’ field defaults to the UserID)

Address k Logon data k SHC k Defaults k Parameters k Roles k Profiles

| onE

Person

Title

Last name
First name
Academic Title
Format
Function
Department
Room Mumber

| z
11111111 4
—

11111111

Floaor

Building

Communication
Language
Telephone
Mobile Phone
Fax

E-Mail

Comm. Meth

Extension

Extension

Other communication...

eleolole]

Assign other company address... | |

Assign new company address...

[+]
[+]

[+10]]
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6. Click ‘Defaults’ tab. If you did not copy this UserID from ‘Template_ID’, ensure the following fields

are filled as shown:
Address | Logondata | SNC

Start menu |

Logaon Language@

Defaults k Parametars k Roles k

[=

Spool Contral
O evice

| [Dutput Immediately
[ ] Delete After Cutput

Decimal Motation

234567 89
@ 1)234 567 .89

1 234 56T 89

Diate Format

FPersanal Time Zone
ofthe User PST
vz, time Zone

CATT
[ ] check Indicatar

Y IMBD D
LN -hihd-0 0

7. Click ‘LicenceData’ tab.

a. Click right arrow until the ‘LicenceData’ tab appears (it is currently the last tab)

Parameters | Roles | Profiles

I

b. Verify the Contractual User Type is ‘mySAP HR Professional’.

Parameters | Roles | Profiles | Groups | Personalization

Contractual User Type

mySAP HR Professional

8. Click to save when finished.

" LicenceData |

Country Surcharge
%
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Assign Roles to UserIDs (SU01)

Note: To assign roles using this method, both R3/HRMS and BW UserlDs must be created first.
Users may also be assigned to roles by following the steps for Assign UserIDs to Roles (PFCG).
For assigning multiple users, Mass UserID Maintenance (SU10) can also be used.

Roles for BW UserlDs
= BW “end users” need:

=  SBWP_XXXX_END_USER (where XXXX’ is your personnel area)
SBWP_XXXX_WBWT (where ‘XXXX is your personnel area; agency Workbk/Web template)
SBWP_DE_SOW_WBWT (State of Washington Workbk/Web template), and one OR both
SBWP_DE_FI_R1_ICUBE_ONLY (Financial “cube”)
SBWP_DE_HR_R1_ICUBE_ONLY (HR “cube”)

=  BW “power users” need:
= SBWP_XXXX_POWER_USER (where ‘XXXX’ is your personnel area)
= SBWP_XXXX_WBWT (where ‘XXXX’ is your personnel area; agency Workbk/Web template)
= SBWP_DE_SOW_WBWT (State of Washington Workbk/Web template), and one OR both
= SBWP_DE _FI_R1_ICUBE_ONLY (Financial “cube”)
= SBWP_DE_HR_R1_ICUBE_ONLY (HR “cube”)

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU01’ (/nSUO01) to Assign a
Role(s) to UserlD(s)

2. Enter/Search for the UserlD.
a. Enter the UserID (Personnel Number, including leading zeroes) into the ‘User’ field. In this

example it is ‘11111111’. To search for the User, click to search and select the User.
b. Click .
User Maintenance: Initial Screen

D@« 8o a4

User 11111111 (o)
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3. Click ‘Roles’ tab, enter the Role name.
a. If you know the role, type it in the first empty cell and press enter.

b. To search for the Role, click to search.
Maintain User

"2 &I Licence Data & References

User 11111111
Last Changed WILLW b6/14/2005 13:3f

Address k Logon data k Defaults k Parametel

Reference User for Additional Rights
| | [Rale Type |Valid

b. (=)

c. Enter SBWP* in the ‘Single Role’ field, and update “Maximum no. of hits” to 999
d. Click M to Start Search

Role Mame (13

Single Roles L Compozite Roles |

Single Role D@

Rale name

b airnurn Mo, of Hitz
) | E B8

e. Select the role(s)
f. CIickM

Role Mame (1) 38 Entries Found
- % Single Roles L Composite Roles | m m
[ T
Single Role A| Role name
SBWP_CE_USER_ADMIN User Administrator [=]
(lv]) |SBWP_END_USER_DOP_1110 BW End User Role for DOP_1110 [~]
T SBWP_MSTRE_0000_ACTSUMMARY_CRT  BW Parts: BEx Analyzer Activity Summary - Create
SBWP_MSTR_0000_ACTSUMMARY _PUBL BW Parts: BEx Analyzer Activity Summary - Publish
SBWP_MSTR_0000_ALUDITTRAIL_CRT BW Parts: BEx Analyzer Audit Trail - Create
SBWP_MSTR_0000_AUDITTRAIL_FUBL BW Parts: BEx Analyzer Audit Trail - Publish
SBWP_MSTRE_0000_BW_STATISTICS BW: BW Statistics 2.0
SBWP_MSTR_0000_BWCO_CCA_CRT BW CO: BEx Analyzer CCA - Create
SBWP MSTR_ 0000 BWCO COPA CRT  BW CO: BEx Analyzer COPA - Create I
g. Repeat to add any additional roles.
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4. Click to save.
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Assign UserlDs to Roles (PFCG)

Note: To assign roles using this method, both R3/HRMS and BW UserlDs must be created first.
Users may also be assigned to roles by following the steps for Assign Roles to UserlDs (SU01).
For assigning multiple users, Mass UserID Maintenance (SU10) can also be used.

Roles for BW UserlDs
=  BW “end users” need:
= SBWP_XXXX_END_USER (where ‘XXXX’ is your personnel area)
= SBWP_XXXX_WBWT (where ‘XXXX' is your personnel area; agy Workbk/Web template)
= SBWP_DE SOW_WBWT (State of Washington Workbk/Web template), and one OR both

SBWP_DE_FI_R1_ICUBE_ONLY (Financial “cube”)
SBWP_DE_HR_R1_ICUBE_ONLY (HR “cube”)

= BW “power users” need:

= SBWP_XXXX_POWER_USER (where XXXX’ is your personnel area)
SBWP_XXXX_WBWT (where ‘XXXX’ is your personnel area; agency Workbk/Web template)
SBWP_DE_SOW_WBWT (State of Washington Workbk/Web template), and one OR both
SBWP_DE_FI_R1_ICUBE_ONLY (Financial “cube”)
SBWP_DE_HR_R1_ICUBE_ONLY (HR “cube”)

1. Log into BPO (Production Business Warehouse); enter transaction ‘PFCG’ (/nPFCG) to Assign a
UserlD(s) to Role(s)

2. Enter the role name or search for the role.
a. If you know the technical role name, enter it in the ‘Role’ field, click and skip to step3.
b. To search for the Role, click .
Role Maintenance

il =N i+ Transactions

b.
Role | 1@12

Mame
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c. Enter SBWP* in the ‘Single Role’ field, and update “Maximum no. of hits” to 999
d. CIickM

Role Mame (1)

Single Ralez k Compozite Roles |

Single Rale E|@

Rale name
bl axirmurmn Mo, of Hitz
v )6 | [ B4 |

e. Click on the role (it will be highlighted)
f. Click ‘il

Role Mame (2) 39 Entries Found
¥ Single Roles k Composite Roles | E m
[ i

f. v 3|6 &l |DE

single Role A| Role name |

SBWP B_ADMIN User Administrator [=]
. lEBWP_END_USER_DOP_111iD BW End User Role for DOP_1110 (=]

SBWP_MSTR_DO00_ACTSUMMARY _CRT  BW Parts: BEx Analyzer Activity Summary - Create

SBWP_MSTR_0000_ACTSUMMARY_PUBL BW Parts: BEx Analyzer Activity Summary - Publish

3. Click @ to edit the role.
Role Maintenance

O A& o3+ Transactions

Role EBWP_END_USER_DOP_1118 (7 )5

Mame BW End User Role for DOP_1110

|®VIE'NS El ||| B | |E] ||| Show Documentation |

Favarites I Description

Non SSO Decentralized Security Administration Handbook v3d Page 54 of 143

Revised: 12/11/2006



4. Click ‘User’ tab, Enter the UserID (Personnel Number, including leading zeroes) into the ‘User’

field. In this example itis ‘11111111’. To search for the User, click to search and select the
User.

Change Roles
| /|

SBWP_END_USER_DOP_1110
BW End User Role for DOP_1110

|@ User comparison | H

From to bl
06/14/2005012/31/9999

5. Click H to save changes.

6. Click B Usercomparison |, Compare User Master.

s & user | MiniAr
(8 _User comparison [

7. The Compare Role User Master Record window will appear, click |E

£ Complete comparison

236367 236367
0572572005 0572572005
17:67:01 17:67:01

Status  User assignment has changed since the [ast save

& comviets comparz) [ momaton | %
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8. Click ‘Yes”.

9. Upon successful comparison/save, you will see the following message in the status area
(& User master record for all roles adjusted
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Maintenance
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Mass UserID Maintenance (SU10)

NOTE: It is recommended that new Users be created manually to ensure that all base values are
set correctly. IF this process is used to create mass users, refer to the Template ID to ensure

that all settings are included.

There are many options for Mass User Maintenance, including locking of UserlIDs, changing

Parameters and/or Defaults, etc.

This example shows how to add parameters for multiple UserIDs.

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU10’ (/nSU10)

2. From the User Maintenance: Mass Changes Initial Screen, click ‘Authorization data’ button
User Maintenance: Mass Changes Initial Screen

O¢ aadE &R

User selection e ——
| Address data t' Authorization data -}
e e

3. Search on the User Group. You can also search using any of the other options to refine the results.
a. Enter the ‘Group for Authorization’, in this example it is XYZ_123. This would be your specific

Agency’s User Group.
b. Click ‘@

b Users by Complex Selection Criteria

@= @

Selection Criteria for User

User
Group for Authorization
User Group (General)

Reference user

I lzer M alias

4. Select and Transfer the Users to update

a.Gzm D[

ololel ol g

a. Click (Select All button) or select individual users

b. Click Transfer button

Users by Complex Selection Criteria b

d.
Transfer 14 4 P Pl G & ?B ¥ [

Users by Complex Selection Criteria

GanseD 4 4 P M@ &FE B ¥

User Name User group Full Name r— User Name User group
1111111 XYZ_123 first last Evi 11111111 XY7Z_123
[ 122222222 XYZ_123 222333232 22222222 XY7Z_123
[133333333 XYZ_123 33333333 33333333 XYZ_123
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c. Click to Edit the Users.
User Maintenance: Mass Changes Initial Screen

User Full Mame
11111111 2t last

(22222222
33333333 33333333

d. Click ‘Parameters’ tab, ensure that the Add option is selected. Default parameters are shown
on the Parameters tab of Template_id.

i |
I Remove

r Parameter ID FParameter value Short Description

oo [ERiD =]

5. Enter the Parameter values and save changes.
a. Enter the Parameter ID (click in the field and click k= to select possible values) and enter the
Parameter value.
b. Click = to save changes.

@ 2 i@ cee DHE an
Mass User Changes ’
& | Licence Data | & References |

Address | Logondata | Defaults ' Parameters | Roles | Profi

@ Add
_'Remaove

|shart Description

o
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C. Click “Yes”.

d. Upon successful update Log Display will appear. The view who/what was changed, click
‘Expand’.
Log Display

B EE 2| @ E || Longtex

@ Mass user changes

system: RDB Client: 870
Executed by: Will WILLW (WILLW)
Date: 1273072005, time O7:45:31.
Mass user changes
System: RDO Client: 870
Executed by: Will WILLW {WILLW)
Date: 1273072005, time O7:47:24.
Mass user changes
system: RDB Client: 870
Executed by: Will WILLW (WILLW)
Date: 12/30/2005, time 08:04:01.
Mumber of users changed: 3

e. Continue clicking 4 to expand the detail further. You can now review the changes that were

made.

Eﬂ Mass user changes
System: RDGE Client: &70
Executed by: Will WILLW {WILLW)
Date: 12/30/2005, time 07 :45:31.
Mass user changes
System: RDA Client: 870
Executed by: Will WILLW {WILLW)
Date: 12/30/2005, time OV 47:24.
Mass user changes
System: RDO Client: 270
Executed by: Will WILLW {WILLW)
Date: 12/30/2005, time 08:04:01.
User 11111111
Parameters for user 11111111 changed
Added
HR_DISP_INFTY_NUM @ x
not changed
MOL :
PNI :
UGR :
User 22222222
Parameters for user 222232222 changed
Added
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Lock/Unlock SAP UserID (SU01)

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU01’ (/nSU01) to lock or
unlock a UserID

2. Enter the UserID (Personnel Number, including leading zeroes) that needs to be locked or

unlocked into the ‘User’ field. In this example itis “11111111°. Click ‘Lock/Unlock’ button.
User Maintenance: Initial Screen

02 % 8 0@:4

USSR 11111111 [

3. A screen indicating the Lock Status of the User will appear.
a. If the user is ‘Not Locked’:

alx

b. If the user has been locked by the System Manager, there may be a specific reason, research
before unlocking:

& %

If the user has been locked due to incorrect login attempts:

C.

g 8%
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4. To LOCK the user, click . The User is now locked.

5. To UNLOCK the user, click . The User is now unlocked.
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Mass UserlID Lock/Unlock (SU10)

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU10’ (/nSU10) to lock or
unlock multiple UserIDs

2. Select the Users to be Locked/Unlocked.
Option 1 — Enter the users manually
a. Enter the UserlDs (Personnel number, including leading zeroes) manually into the User Field

User Maintenance: Mass Changes Initial Screen

Ds065BEE

User selection
| Address data | Authorization data

User Full Mame

11111111
11111112
11111113
11111114
11111115 =

fifitd
:

Option 2 — Select Users from a list
a. Click Address data button

User Maintenance: Mass Changes Initial Screen

OsdaLE8EE
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b. Leave the fields blank and click @ ‘Execute” (F8)
Select User According to Address

Mames

First name
Last name
User

Communication paths

Company
City
Buildings
Room
Extension

Other data
Department
Cost center

c. Select the Users to Lock/Unlock
d. Click ‘Transfer’ button

Settings  System  Help

_. T 2l H Qe DHE H0o0 EHE @

User Mass Maintenance
d.
Granster 4 4 P M B & FE O F &% choose [ sae T EZ EH

User Name First name Last name Full Name
—p ] 11111111 First Last First Last
C. — ] 11111112 First Last First Last
—_— ] 11111113 First Last First Last
—_— ] 11111114 First Last First Last
— 11111115 First Last First Last
[T SHANNONM Shannnn Mrlarv Shannnn MrlCarv

e. Click to Select All Users
User Maintenance: Mass Changes Initial Screen

Deoar@E

User selection
| Address data || Authorization data

r User Full Mame

fTiiT11 [ostLast
11111112 |First Last
11111113 |[First Last
11111114 |FirstLast

11111115 First Last
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3. To LOCK Selected Users
a. Click to Lock all the Users selected

User Maintenance: Mass Changes Initial Screen

D/ @SB 0 E

b. Alog screen similar to the one below will appear. Click ‘Expand All’ button
Log Display

PEE 2| @0 ¢ Lot

E] Mass user changes

System: RAD Client: 747
Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:15:33.
Number of users changed: 5

c. This expanded view gives a detailed log of each user that was locked.
Log Display

T EE 2| @E | & Longex

] Mass user changes

System: RAB Client: 747

Executed by: WILLW (WILLW)

Date: BG/13/2005, time 13:15:33.
= User 11111111 Tocked

Before: Not Tocked.

After: _Locked by system manager !
2 User 11111112 locked

Before: Not Tocked.

After: _Locked by system manager !
2 User 11111113 locked

Before: Not Tocked.

After: _Locked by system manager !
2 User 11111114 locked

Before: Not Tocked.

After: _Locked by system manager !
=] User 11111115 locked

Before: Not Tocked.

After: _Locked by system manager !
Number of users changed: 5
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4. To UNLOCK Selected Users

a. Click to Unlock selected UserlDs
User Maintenance: Mass Changes Initial Screen

nsaa@

b. A log screen similar to the one below will appear. Click ‘Expand All’ button

Log Display
SE®E | & H || Lot

'_I] Mass user changes

System: RAD Client: 747
Executed by: WILLW (WILLW)

Date: 0G/13/2005, time 13:17:26.
Mumber of users changed: 5

c. This expanded view gives a detailed log of each user that was locked.

Log Display
Kzl=]

E Mass user changes

System: RAD Client: 747

Executed by: WILLW (WILLW)

Date: G6/13/2006, time 13:17:26.

=2 User 11111111 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

2 User 11111112 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

=] User 11111113 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

=] User 11111114 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

=2 User 11111115 unlocked, if this is permitted in this
Before: _Locked by system manager !

After: Not Tocked.

Mumber of users changed: 5

system

system

system

system

system
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Delete SAP UserID (SU01)

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU01’ (/nSUO01) to delete a
UserlD

2. UserlD to be deleted.
a. Enter the UserID (Personnel Number, including leading zeroes) into the ‘User’ field. In this
example itis “11111111’. To search for the User, click @ to search and select the User.
b. Click E ‘Delete’ button or Shift + F2
User Maintenance: Initial Screen

0/ «@a a4

3. Click ‘Yes’ if you are sure you want to delete the User. The User is now deleted.
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Mass UserlD Deletion (SU10)

1. Log into BPO (Production Business Warehouse); enter transaction ‘SU10’ (/nSU10) to delete
multiple UserlDs.

2. Select the Users to be Deleted.
Option 1 — Enter the users manually
a. Enter the UserlDs (Personnel Number, including leading zeroes) manually into the User Field

User Maintenance: Mass Changes Initial Screen

Ds065BEE

User selection
| Address data | Authorization data

User Full Mame
11111111

11111112
11111113
11111114
11111115 =

$iite

Option 2 — Select Users from a list
a. Click Address data button

User Maintenance: Mass Changes Initial Screen

OsdaLE8EE
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b. Leave the fields blank and click @ ‘Execute” (F8)
Select User According to Address

Mames

First name
Last name
User

Communication paths

Company
City
Buildings
Room
Extension

Other data
Department
Cost center

c. Select the Users to Lock/Unlock
d. Click ‘Transfer’ button

Help

g 2L 0ae CHE DhoD BE QB

User Mass Maintenance
d.
Granster 4 4 P M B & FE O F &% choose [ sae T EZ EH

User Name First name Last name Full Name
— ] 11111111 First Last First Last
C. — ] 11111112 First Last First Last
—_— ] 11111113 First Last First Last
—_— ] 11111114 First Last First Last
— 11111115 First Last First Last
[T SHANNONM Shannnn Mrlarv Shannnn MrlCarv
e. Click to Select All Users
User Maintenance: Mass Changes Initial Screen
02 aa f@&@
User selection
| Address data || Authorization data
r User Full Mame
fITAT116  [ostLast
11111112 First Last
11111113 First Last
11111114 First Last
11111115 First Last
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3. Click or Shift + F2
User Maintenance: Mass Changes Initial Screen

0/@aLEERE

4. Click ‘Yes' if you are sure you want to delete the Users. The Users are now deleted.

5. Alog screen similar to the one below will appear. Click ‘Expand All’ button
Log Display

@E=a @8« e

) Mass user changes

System: RAQ Client: 747
Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:46:48.
Mumber of users changed: 5
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6. This expanded view gives a detailed log of each user that was deleted.

Log Display
35§||%‘*Lnngteﬂ

Eﬂ Mass user changes

System: RAD Client: 747
Executed by: WILLW (WILLW)

Date: O6/13/2005, time 13:46:48.
User 11111111 deleted

User 11111112 deleted

User 11111113 deleted

User 11111114 deleted

Uzer 11111115 deleted

Mumber of users changed: 5
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Reset SAP Password (SUO1)

1.

Log into BPO (Production Business Warehouse); enter transaction ‘SU01’ (/nSUO01) to reset an SAP
password

You will need to enter the UserID to reset the password for.
a. Enter the UserlID (Personnel Number, including leading zeroes) into the ‘User’ field. In this
example itis “11111111’. To search for the User, click @ to search and select the User.

b. Click or Shift + F8 to Change Password
User Maintenange: Initial Screen

0l2/& @ @@

User 111110 (o)
Mies

Enter the new password Manually or use the Wizard to Generate a new password

Option 1 — Enter new password Manually
a. Enter the new password and repeat for verification (Hardened password standards apply)

b. Click lil
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b. Note the generated password and cIickliI

4. Upon successqupdate the foIIowing message will be displayed in the status area. Notify User of

new password. & They Has L
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Portal
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User Security Setup
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Create Portal UserlDs

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN (State Government Network), use this URL http://hrms.wa.gov:50000/irj/portal. If outside the

SGN, use this URL: https://fortress.wa.gov/dop/portal/ir]

2 SAP Enterprise Portal 6.0 - Microsoft Internet Explorer
File  Edit Wiew Favaorites Tools  Help

@Ba(k - Iﬂ @ _;‘J /.7" Search ':;n'\'(Famrites @ e £2) - ‘:_—'; - _: ﬁ é% b §

Address ;_.@'} http: fidev-hrms. wa. gov:S0000fir portal vl

Mew Here? Register Mowe

| User D * Agency! L&

[Password *  swsesssw

Log on

Logon Problems? Get Support

//

fry s

B 2002-2004 SAP AG Al Rights Reserved.

SApd

=§] Done "-J Local intrar

2. The ‘Create User’ screen will be displayed. Enter the Portal UserID (Portal UserID is comprised of
domain and network UserlID; example dop\LonnieR), password that you create, last name, first

name, and email address for the new user. You may optionally fill non-required fields.

Welcome Del User Admin Agency 1

Users ‘Welcome
Users | Roles | Groups | Uzer Mapping | Replication | ImportExport

Help | Personaliz]

[4]+] 4 Create User
I Detailed Havigation

Create User
= Create User

= Search

= Prewious Search Results General Information

= Locked Users

Uszer [Cx* dopiTestiD
Avtomatic Password Generation: ™

Define Password: LI LY Y

Confirm Password: LI TY Y

Last Mame:* 18]

First Mame:* Test

E-Mail Address:" TestiDi@dop wa.gov

Form of Address:

Language: | -Select- b |

Activate Accessibility Festures: r (Screen reader required)

Account History
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Scroll to the bottom of the screen and click on the ‘Create’ button to create the new UserID.

The ‘View User’ screen will appear. Review the user’s information to make sure that the correct
Agency has been assigned to the user (the Agency appears in the ‘Company’ field; portal company

naming standards include the three or four letter acronym (i.e. DSHS, DOC, ESD, etc.)).

View User

General Information

User IC:

Last Marme:

First Matne:

E-Mail Address:
Farm of Address:

dopi\TestiD

[0}

Test
TestiDig@dop wa gov

Language;
ITIEIANTY:

Agencﬁ >

Accourt Status:

Account History

tdar 31, 20035 11:32:03 AM

hdar 31, 2005 113203 AM

Active

Drate:

Wdar 531, 2005 12:00:00 AM - Dec 31, 2300 12:00:00 Ak

“ieny the profile belowy. You can modify the profile by clicking on the "Modify" button belowy. %ou can use the expandininimize icon on the fg
=zection to use the space efficiently.

Descripﬁon
Meny accourt crested
|accourt valid Date
.Last Pazsword Change

Non SSO Decentralized Security Administration Handbook v3d
Revised: 12/11/2006

Page 77 of 143



Assign Users IDs to Roles

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the

following URL: https://fortress.wa.gov/dop/portal/ir|

2 sAP Enterprise Portal 6.0 - Microsoft Internet Explorer
File  Edit Wiew Favaorites Tools  Help

@Ba(k - J lﬁ lg _h /j." Search ‘i:;’FavuritEs @Media @ 7

S EUERS

Address i@ http: jidev-hrms. wa. gov: 50000 portal

v a

Mew Here? Register Mowe

| User D * Agency! L&

[Password *  swsesssw

Log on

Logon Problems? Get Support

B 2002-2004 SAP AG Al Rights Reserved.

SApd

%’] Dane

“'_j Local intrar

2. Click on Roles.
[ |
User Administration
Users @ Groups |

[4]¢]
[ ]

3. Update the UserID
a. Enter the UserID in the Search field
b. Select Users in the drop-down
c. Click Start to begin the search

b. ¢
d. o .
| ooz n[users (D))

llzer=
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4. Click on ‘Edit’.
IS-EEr-:h hnp'l.ztestz

Users
o
|3 dop\ziest2

5. The screen will show current Role Assignments, and allow for additions/deletions of roles for a

z, test2

WED Perscanal
User Administration
Users | Roles | Groups | User Mapping | Replication | ImportExport
[4]¥] A Create User > Roles > Create User > Roles | @ Back Fo =
I Detailed Havigation A
= Roles = o .
Detailed Information Role Assignment
Juser doph\ztest? T
| name z, test2 ID Name
I Unique ID USER.PRIWVATE_DATASOURCE un:d
| Last Name z
| First Name test?
| Position
EEEE] Page 111
| Telephone
Remove
| Mobile
| E-Mail Address  ztest@dop.wa.gov
| Department | search M
Available Roles
Save |  Back D Name =
B
< I[»]
ﬂj Done © Intemet

6. Scroll down and In the Available Roles section, select Start to search for available roles

| search ml
Available Roles
I Mame
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7. Select and Add Roles to a User

a. Click in the selection box of role to add (all portal users get hrms.eu_role; users accessing
R3/HRMS via portal get hrms.webgui; users accessing BW get hrms.BW)
b. Click the Add button to add the Role to the User

| search Start

Roles
D

| gj com.zap.pct.hecm manager
O Ej com.zap.pdk JavaDeveloper
| gj com.zap.poertal. content_admin_role

a. g‘j com.sap.pertal.eu_role

| g‘j com.zap.pertal. zuper_admin_role

BN
b.

Hame

ped:portal_content/com.zap.porial migratediep_5 O/roles
pecd:portal_content/com. zap.pct/developercontent/portaldevelopmentkitiRoles
ped:portal_content/com.zap. pct/administrator/content_admin
ped:portal_content/com.zap.pctievery_user/general
ped:portal_content/com.zap. pct/adminiztratorizuper_admin

Page 1/4

8. If additional roles are needed that are not showing, click =lto page through additional roles and
repeat actions a and b in Step 7 for each additional role. If there are multiple roles to select on
one screen, select them prior to clicking the Add button.

9. Onlcgua_llllluroles have been added, click the Save button.

I E-Mail Addreszs  ziest@dop.wa.gov

I Department

Back

Non SSO Decentralized Security Administration Handbook v3d

Revised: 12/11/2006

Page 80 of 143



UserID Mapping

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the

following URL.: https://fortress.wa.gov/dop/portal/irj

&]5AP Enterprise Portal 6.0 - Microsoft Internet Explorer E]@
;;r

File Edit Wew Favorites Tools Help

G - © EF .'-‘J P % © ¢

Back Forware Stop Refresh Home Search Favorites Hist-\ﬁry

_i:} Go Links **

Address !@j http:/fhrms.wa.gov: 50000 irj/portal

Welcometo Washington State's Human Resource Management System

HRMS PORTAL

This is a secure application and available only to B
Washington State employees.

| Uszer ID dop'itoml

|Paszword E sessssans

Log on

Log on Problems?
Get help: DOPHelp@dop.wa.gov

HR Copyright June 2005

@j Done % Local intranet

2. Click on ‘User Magging’.

Heicems o osere _

User Administration  System Administration Contert Administration User Administration
Users | Roles | Groups Clser Mapping ) Replication | Import/Export

[l ¥ 1 Creste User
I Detailed Havigation

Create User
= Create User

= =earch

= Previous Search Results General Information

= Locked Uszers User [0
Avtomatic Password Generation: I_

Define Passwaord:

Confirm Pazsword:

I ==t hlamea*
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3. A new window will appear like the one shown below (make sure your pop-up blocker is turned off by
clicking ‘Tools’ - ‘Pop-up Blocker’ = “Turn pop-up blocker Off’ in your internet explorer browser).

Enter the Portal UserID (format domain\NetworklID), select ‘Users” in the drop-down box, then click
‘Start’.

Heicems o osere _

User Administration  System Administration
Uzers | Roles | Groups |

[4]¢]

Contert Administration  User Administration System Adr
User Mapping | Replication | Import/Export

4 Create User = User happing

Detailed Havigation
1st
= User Mapping ISearc
Graups
I [ame

Click on ‘Edit’. Ensure the system is ‘HRMS.” Enter the user's HR SAPGUI User ID and R3

Password (HR SAPGUI UserlD is the user’s personnel number (Pernr), including leading
zeroes). Click the ‘Save’ button.
ministration  Cortent Administration  User Administration

System Administration  Content Administration  WEBGUI
fapping | Replication | ImportExport

Business Warehouse

4 Create User > User Mapping

| ¥ Back E
ISearch doplonnier inIUSEI’S 'I Start
Uzers Logon Data for System 2nd
[ Mame 1St
Syt
W [3 doptLonnieR Rogers, Lonnie @ I ystem 3rd
| User +—
Pazsword
' 4th

Clear
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5. A message should appear that says “Logon data saved.”

A http:ffhrms.wa.gov: 50000 - SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

[4]¥] [
I Detailed Havigation =] I User Mapping

= Partal Theme
= Portal Language

+ User Mapping | System RPO700 v |

= User Mapping (Retmote iviews)
= User Password | User karenc
il | Password [E——

* WorkProtect Mode @ Your changes aftect other iViews related o this data source. The current cortent page is
= “Yahoo! Account refreshed when you save these changes. Unzaved data is lost.

Cloze

[ Logon data save

Logon Data for System - "Czarnecki, Karen®

g”l Done ® Internet
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6. Click the ‘Close’ button to close this window.

23 hitp:/fhrms.wa.gov: 50000 - SAP Enterprise Portal 6.0 - Microsoft Internet Explorer, '_”E”g|
| [410]

L]
I Detailed Havigation =] I User Mapping EIF

= Partal Theme
= Portal Language

= U=zer Mapping I System

= User Mapping (Retmote iviews)

Logon Data for System - "Czarnecki, Karen®

= User Passward | user karenc

* User Profile | Passward sseseune

* WorkProtect Mode @ Your changes aftect other iViews related o this data source. The current cortent page is
= “Yahoo! Account refreshed when you save these changes. Unzaved data is lost.

[ Logon data saved

@ Done ® Internet

7. To verify/confirm user mapping was successful, click the ‘log off’ button on the original Portal screen
(again, make sure your pop-up blocker is turned OFF).

2 SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

! Flle Edit View Favorites Tools Help A

eBack M > ) |ﬂ @ _h /._\J Search ‘in‘?Favurites e} ( :-‘,‘ @ T _J ﬁ é% 5

: Address ‘@ http:/fhrms . wa,gov: S0000/irfservietiprt/portalfpriroot/com, sap. portal.navigation, portallauncher, def ault V| e

‘Welcome Karen Czarnecki Help | Personslifg

Content Adl istration  User Administration  System Administration  WEBGUI  Business Warehouse
Portal Content | Portal Contert Translation
¥ portal Contert | El Back Forward

T41¥] 4

Search

» (3 Portal cortent

Portal Content

The Portal Content Studio provides & b lcon Legend
central environment for developing and

I managing pottal contert: Miews, pages,
layuts, worksets, roles and packages pinterface:Structire
» Main Concepts
» Tips ;
&) & Internet
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8. Click “Yes’ when the log-off confirmation window pops up.
€1 SAP Enterprise Portal 6.0 -- Web Page Dialog |5

.3 Are you sure you want te log off?

9. Logon to Portal with your Portal UserlD and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the

following URL.: https://fortress.wa.gov/dop/portal/irj

£]5AP Entérprise Portal 6.0 - Microsoft Internet Explorer LT_ILE.IJE
File Edit WVew Favorites Tools Help a"
n o - A e »
e - © N B & | L * @
Back Faorward Stop Refresh Home Search Favorites Histary
Address |@ http: ffhrms.wa.gov:50000/irj/portal tl Go Links ®

Welcome to washington State's Human Resource Management System

HRMS PORTAL

This is a secure application and available only to
Washington State employees.

| UseriD = dopitoml
|Passwurd “ sessussue

Log on Problems?
Get help: DOPHelp@dop.wa.gov

=

HR Copyright June 2005

@ Done 'j Local intranet
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10. Click on ‘User Mapping’.

WEIcumE Lunnie Rugers _
Uzer Administration  Systeseefemmstigtion Contert Administration User Administrstion
Users | Raoles | Groups | User Mapping ) Replication | ImportExpart

[4]¥] Create User

I Detailed Havigation [T

Create User

= Create User

= Search

= Previous Search Resuts General Information

» Locked Users Lsar [0
Autamatic Password Generation: r
Define Password:

Confirm Pazsword:

I a=t hlame*

11. A new window will appear like the one shown below (make sure your pop-up blocker is turned off,
you can do this by clicking ‘Tools’ > ‘Pop-up Blocker’ = ‘Turn pop-up blocker Off’ in your internet
explorer browser). Enter the portal UserID (format domain\NetworkID), select ‘Users” in the drop-
down box, then click ‘Start’.

Yelcome bonnie Rugers _

Uzer Administration  Systemn Administration Content Administration User Administration System Sd
zerz | Roles | Groups | User Mapping | Replication | ImportExport

[4]¥] A Create User = Uszer Mapping
Detailed Havigation
I = 1st 2nd 3rd
= U=er Mapping ISearc
Groups
10 [arme
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12. The following screen will appear, with the green checkmark, if User mapping was successful. If the
green checkmark is not shown, User mapping was not successful — Repeat steps 1 — 12 as
necessary until User mapping has been successfully completed.

Helcome bonnie Rugers _

User Administration  System Administration  Contert &dministration User Administration Swystem Administration Content Administ
Uzers | Roles | Groups | User Mapping | Replication | Import/Export

[a]w] 4 Creste User > User Mapping
I Detailed Havigation
= User Mapping | search doplonnier in ILIsers vI Start
U=zers

m
=

ICr Mame
dopilonnieR Rogers, Lonnie i
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Maintenance
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Delete Portal UserlDs

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the

following URL: https://fortress.wa.gov/dop/portal/irj
a SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

File Edt View Favorites Tooks Help o
QBack - ) - ¥ &) @2 Psearch FrFavortes @ [F] dh
Address @ http://dev-hrms.wa.gov:50000firj/servietiprtiportal{priroot/com.sap. portal.navigation. portallauncher defe Vl Go | Links @ Googls @ TMSIDE HRISD - wersion 2,004
Mewvy Here? Register Now
Juserip = dophevilsy
JPassword * ssssssss |
Logon Problems? Get Support
© 2002-2004 SAP AG All Rights Reserved.
SADd
&) D Intemet
H )
2. Click ‘Search’.
Welcome Will Wittstruck =
Content Administration = User Administration Sy
Users | Roles | Groups | User Mapping | Replic:
[4]¥] 4 ... Create
Detailed Navigation
Creat
= Create User
= Preyvious Search Results Gener=
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4. Enter the Portal UserID (Portal UserID is comprised of domain and network id; example
dop\LonnieR) or leave blank (to list all UserIDs), scroll to the bottom of the page and click

Search for User
Search for uger by entering any relevant information below
General Information

- >

Last Name:

5. Search/scroll to the Portal UserID you want to delete. Click the checkbox next to the ID and click
Delete

Search Result(s)
i Searched for

Mo of Hitz:86 Dizplay hitz per page. This iz page of 9 pages >

1A

= Uzer Name w Uzer D
@ O |test wiw dopiwiwtest

[ | @ Test D, Agency 1 agencyl_test12

[T | @ [Trinh, Ben dop\bent

[ | @ |user, BW bwuser

[T | @ |user Mapping, Test dopitestusermapping

[T | @ |wittstruck, Wil DOPywillwe

Unlock | Lock Rezet Pazsword |
= Mo of Hits:86 Dizplay hitz per page. This is page of 9 pages =

6. Select OK when the delete confirmation popup window appears.

\p Are you sure you want to delete selected usernfz)?

| oK |[ Cancel ]

7. Upon successful deletion the following message will appear at the top of the User List.

Search Result(s)
& 1 users deleted
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Lock/Unlock Portal UserlDs

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the

following URL: https://fortress.wa.gov/dop/portal/irj
2 SAP Enterprise Portal 6.0 - Microsoft Intemet Explorer

Fle Edt View Favoites Iools Help >

Qoack - & - [x @ €@ Pseach FrFavoies & [F &

Address !@ http:{dev-hrms. wa.qov:50000/iri/servistiprtfportaliprtrooticom. sap.portal.navigation, portallauncher. df: V| Go  Links @] Google (8] INSIDE HRISD - version 2,004

& (2 ~ORN

Meve Here? Register Mow ..

Juserip = dapheiley

JPassword = swssssssl

Log on

Logon Problems? Get Support

© 2002-2004 SAP AG All Rights Reserved

S

&] B Intenet

2. Click ‘Search’.

Welcome Will Wittstruck i

Content Administration = User Administration Sy
Users | Roles | Groups | User Mapping | Replic:

[4]¥] 4 ... Create
Detailed Navigation
Creat
= Create User
= Preyvious Search Results Gener=
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3. Enter the Portal UserlID (Portal UserID is comprised of domain and network id; example
dop\LonnieR) or leave blank (to list all UserIDs), scroll to the bottom of the page and click

Search for User
Search for uger by entering any relevant information below
General Information

- >

Last Name:

4. To LOCK a specific Portal UserID
a. Search/scroll to the Portal UserID you want to lock. Click the checkbox next to the ID, and click

Lock or i .

Search Resuli(s)
@ searched for

= No of Hits:86 Display hitz per page. This iz page ufﬂl pages =

= User Name w UserlD = Company w Ac
® e % Wb
test, wiw dophw wtest Agencyd \nG)
[~ | @ TestiD. Agency 1 agencyl_testi2 Agency # P el
™ | © [Trinh, Ben dopibent - wh A Gl
[ | © |user, BW bwuser — o 7 i
[~ | @ |user Mapping, Test dop\testuzermapping Agency] i W i
| © |wittstruck, Wil DOPwrillw - o B Gl

Unlock m Delete | Reset Password

= No of Hits:86 Display h'rts per page. This is page of 9 pages =

New Search

b. You will be prompted to enter a reason for the lock, after entering reason text, click ﬂ

Reason(s) for Locking

“'ou are locking uzer(z). Provide a reazon for this action. This will be documented in each user's account history.

Locked by Will Wittstruck
Date of Locking: May 24
Reason: 1S

Tser has been temporarity reas=igned.

2nd

" Cancel
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c. Upon successful lock, a message will appear and two of the icons will change for the user.

Search Result(s)

[ 1 users were lockeg)

20
£ No of Hitz:85 Display | 10 | hits per page. This is page !9 ¥ | of9 pages >

= User Name w User D « Company Actio
.|_®est wlw doplwiwtest Agency3 ?'fi @
| @ [TestiD,_Agency 1 agencyl_test12 Agency ish B i
O .o.Trinh Ben .dup\bent [ ':}»é s’»?? il
.I_ ol.Us.'oar BW .bwus.er = i 5%9 il
.I_ O.Us.er Mapping, Test .dnp\testusermapping Agencﬂ i 5%9 i
| @ \witstruck, win DoPwilw B ik 7 b
Unlock | Lock| Delete |  Reset Password ' ' '

< No of Hits:86 Display!m Vih'ﬂs per page. This iz page !9 V: of 9 pages >

5. To UNLOCK a specific Portal UserID
a. Search/scroll to the Portal UserID you want to unlock. Click the checkbox next to the UserlD

and click |_Unioek | o i

Search Result(s)
& 1 users were locked

1A

No of Hitz:85 Display |1_D_r_= hits per page. This is page LE:’J of9pages *

[|= Uzer Name w UzeriD - Company Actions
@ O |test, wiw dopiwiwtest Agency3 [ ﬁ?@

7| @ [TestiD. Acency 1 agency_test12 Agency e I Hiriock]
™ | @ Trinh, Ben doplbent B b JF i

T | @ |user BW bwuser i inh 7 i

[~ | @ |User Mapping, Test dopitestusermapping Agencyl inh JF e

| @ |witstruck_wil DOPwWwillw o il P Gl

G.I:;;:D ankl Delete | Reset Password

—
| |
< No of Hitz:86 Display |_1U ¥ | hits per page. This is page | ¥ |¥|of9 pages >

b. You will be prompted to enter a reason for the unlock, after entering reason text, click M

Reason(s) for Unlocking

*ou are unlocking users. Provide a reason for this action. Thig will be doc

Unlocked By:  Will Wittstruck

Date Unlocked: M - 42352 FPM
Reason: Temporary assignment ended |
1st
\\
2nd

Cance
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c. Upon successful unlock, a message will appear and two of the icons will change for the user.

Search Res

[i 1 users were unlocked

<

No of Hits:86 Display hits per page. This is page of 9 pages =

= Uzer Name w User D =
I_@est wlw dopiwiwiest

[T | @ TestiD. Agency 1 agencyl_testi2

[T | @ |Irinh, Ben dop\bent

T | @ user BW bwuser

[T | @ user Mapping, Test dop\testusermapping

T | @ \wittstruck, Wil DOP\Wwillw

Unlock | Lock| Delete |  ResetPassword

-

No of Hitz:86 Dizplay hitz per page. Thiz iz page of 8 pages >

Agency3

Agencyl

Agencyl

Company

f_:\\cﬁuns
W 7o)
wb 7 bl
wb il
wb bl
wb il
wb bl
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Reset Portal Password

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN (State Government Network), use this URL http://hrms.wa.gov:50000/irj/portal. If outside the

SGN, use this URL: https://fortress.wa.gov/dop/portal/ir]
2 SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

File  Edit View Favorites Tools  Help

@Back - gd |ﬂ |EL| 7;\. /.._ki Search ‘:;'T'\’;’Favorltes @Medla 6’2} - ‘_,'; - I ﬂ ﬁ d;‘s

s | €] it idevchims. e, gov SO0 rpartel [ |

Mew Here? Redister Mo ..

Juserp * Agency! &

JPassword * = [swesssss

Logon

Logon Problems? Get Support

@ 2002-2004 SAP AG Al Rights Reserved

E

=§] Dane & Local intran

2. Click ‘Search’

Uszer Administration  System Administration Contert Administration User .,
Users | Raoles | Groups | User Mapping | Replication | ImpotiExpart

[4]+] 1 Creste User
I Detailed Havigation

. i gte User

= Previous Search Results General Information

Create User

= Locked Users Us=er IDn*

Automatic Password Generation:
Define Pazswaord:

Confirm Pazsword:
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3. Enter the Portal UserID (Portal UserID is comprised of domain and network UserID; example
dop\LonnieR) for which password needs to be reset, and press ‘Enter’ key.

Helcome Lonnie Rugers _

User Administration  System Administration  Content Administration User Administration System &dministration Content Admini
Users | Rolez | Groups | User Mapping | Replication | ImportExport

[4]¥] 4 Creste User = Search
I Detailed Havigation

Search for User

* Creste User Search for user by ertering any relevant informstion below

* Search General Information

= Previous Search Results

= Locked Users Lzer D
Last Mame:
First Mame:

E-Mail Address:
Faorm of Address:

Language: -Select- d

Company:

4. Do NOT click the ‘Reset Password’ button — The new password will not be displayed. Check box

) . 1 | .
next to User’s name, and click id to edit.
wing | Replication | ImportExport

4 Creste User > Search | El Back

= Search Result(s)
@ Searched for "User ID"="doplonnier"

< Mo of Hits:1 Display |1EI 'I hit= per page. This is page |1 'I of 1 pages =

Uzer Mame Uzer D < Campany w Actions

| =
@O Rogers, Lonnie dopiLonnieR @ B

Unlock | Lu:u:k| Delete | R @ o |

< Mo of Hits:1 Display |19 =] hits per page. This is page I1 'I of 1 pages >
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5. Do NOT check ‘Automatic Password Generation’. Password will not be displayed. Enter password
in both ‘Define Password’ and ‘Confirm Password’ fields, and press ‘Enter’ key. Make note of the

Ioassword so that you can provide it to the User.
Creste User > Search

1 Modify User

Thiz farm allowes you to modify & user. You can use the expandiminimize icon onthe far vight of

General Information

Uzer I dopllonnieR
Pazsword: é\umaﬂc Pazzward Generation

Define Password; @
Confirm Password: @

Account Status: Artive fpﬁl

6. The following message will be displayed.
1 Creste User = Search

= Sear :
Attribute(s) of user Rogers, Lonnie were@

< Mo of Hits1 Display |1':' 'I hits per page. This is page I1 "I of 1 pages >

= Lser Mame User I
M| @ Rogers, Lonnie coptLonnierR
Unlock | Lu:u:k| Delete | Reset Passward

< Mo of Hits1 Display I‘“:I 'I hits per page. This is page I*I "I of 1 pages >

7. Contact User with new Portal password.
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Portal UserlD Mapping for the End User

1. Logon to Portal with your Portal UserID and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the

following URL: https://fortress.wa.gov/dop/portal/irj

£]5AP Enterprise Portal 6.0 - Microsoft Internet Explorer
Eile Edit W¥ew Favorites Tools Help al'
= fei " »
. [, . %) .
G . O B B @ @ F w @
Back Faorward Stop Refresh Home Search Favorites Histary
Address @ http:/fhrms.wa.gov:50000/irj/portal [ﬂ Go Links ®

Welcome to washington State's Human Resource Management System

HRMS PORTAL

This is a secure application and available only to
Washington State employees.

| UseriD = dopitoml

|Passwurd “ sessussue

Log on

Log on Problems?
Get help: DOPHelp@dop.wa.gov

HR Copyright June 2005

@ Done ‘ﬂ Local intranet

2. If prompted for logon, click the cancel button, then click ‘Personalize’.

File Edit W¥ew Favorites Tools Help

@ . © B B 6|, ¥ o]0

Back Forward Stop Refresh Home Search Favorites Histary Print Preview

&) http: {fhrms.wa.gov: 50000;irjfoartal

Welcome TOM LIN

| Content Administration User Administration  System Administration  WEBGUI
Portal Content | Portal Content Translation

@ SAP Enterprise Portal 6.0 - Microsoft Internet Explorer E@
T

»

»

Fervonmel

* Portal Content El Back Forward

[41+] 4
i Search Overview

Overview
» (" Portal Content

The Portal Content Studic |y Icon Legend
provides a central environment

Quick Info for developing and managing
portal content: Wiews, pages ¥ Interface Structure
layouts, worksets, roles and
packages ¥ Main Concepts
»Tips it
| =]
@ ‘:j Local intranet

Non SSO Decentralized Security Administration Handbook v3d
Revised: 12/11/2006

Page 98 of 143



3. Click ‘User Mapping’.

&15AP Enterprise Portal 6.0 - Microsoft Internet Explorer

M= %]

[4]¥]
I Detailed Navigation

4
|j I Portal Theme

B

= Portal Theme

» Podallaooia
teNiews}

= User Pazssword

= User Profile
= WorkProtect Mode
= ahoo! Account

Set Portal Theme

I
| select Theme  dopTheme | h=m= v

fewome TOM HW _ s | R

Content Administration ~ User Administration  System Administration  WEBGUI
Portal Content | Portal Content Translation

1wor HIR S

L

Content Administration  User ~Admir

System Adminiztration  WEBGUI
Userz | Roles | Groups | User Mapping | Replication | Import/Export

I Fill Tray

B

Standard Text

I Plain Tray

B

Standard Text

I Transparent Tray

B

@ The portal iz refrezhed when you apply these changes. You return to the initial page of the portal and unsaved data is

lost
Save || Close

[=]

|[+]

4. Confirm the system is ‘HRMS’, enter your R3/HRMS UserID and password (your R3/HRMS
UserlD is your personnel number, including leading zeroes, and was distributed by your
agency Security Admin), then click the ‘Save’ button.

E1SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

BEX

[4]¥]
Detailed Navigation

1
I User Mapping

EC

Paortal Theme
Portal Language

User Mapping

User Pas=word
User Profile
WorkProtect Mode
ahoo! Account

User Mapping (Remote Wiews)

Logon Data for System - 'LIN, TOR

s [ [v]

|F‘ass'-.'.'ord sssssues ‘

| user <Enter your Perzonnegl # here> ‘_

“our changes affect other Wiews related to this data =ource.
[H| The current content page iz refrezhed when you 2ave thess

changes. Unzaved data is lost.

( Save >I53r| I3I035|

You chose the reference R/ system. The user ID you enter is
[@ usedinall B3 systems. You need to enter a password in order

to prove your identity.
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5. A message should appear that says “Logon data saved.”
A http:ffhrms.wa.gov: 50000 - SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

[ [41v] [ T

I Detailed Havigation =] I User Mapping EIF
= Partal Theme

= Portal Language

= U=zer Mapping

= User Mapping (Retmote iviews)

Logon Data for System - "Czarnecki, Karen®

sy

I User karenc

= User Password
* User Profile | Passward sseseune

* WorkProtect Mode @ Your changes aftect other iViews related o this data source. The current cortent page is
= “Yahoo! Account refreshed when you save these changes. Unzaved data is lost.

Cloze

[ Logon data save

EI Done ® Internet

6. Click the ‘Close’ button.

£7SAP Enterprise Portal 6.0 - Microsoft Internet Explorer g@

[4]¢] ] —

|I Detailed Havigation E I User Mapping lj
= Portal Theme

Logon Data for System - 'LIN, TOM'

Portal Language

U=zer Mapping
Uzer Mapping (Remote Views)
User Password | user

| system

User Profile | Passwerd -
WorkProtect Mode

“our changes affect other Views related to thiz data
“rahoo! Account @ gource. The current content page is refrezhed when
vou =ave these changes. Unzaved data iz lost.

Save Clea

You chose the reference R/3 system. The user ID you
[ enteris usedinall /3 systems. You need to enter a
password in order to prove your identity.
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7. Click ‘Log Off’.
&]SAP Enterprise Portal 6.0 - Microsoft Internet Explorer g[ﬁ]
:'.,,

Fle Edit \iew Favorites Tools Help

Q@ . © EiRF & P * @ )

Back Forward Stop Refresh Home Search Favarites History Print Preview

»

Address ] http:/fhrme. wa.gov: 50000;ir/portal b’] Go  Llinks 7
I i _ ML A ln
fet) Porsanne!
Content Admini i User inistration  System A istration  WEBGUI
Portal Content | Portal Content Tranzlation
B Portal Content @ Back Forward
141 4
. Search Overview

Owverview
» " Portal Content

The Portal Content Studio | icon Legend
provides a central environment

Quick Info for developing and managing
portal content: Wiews, pages, ¥ Interface Structure
layouts, worksets, roles and
packages. } Kain Concepts
¥ Tips e
@ Done ‘j Local intranet

8. Click ‘Yes’ to confirm that you want to log off.
&7 SAP Enterprise Portal 6.0 -- Web Page Dialog

.03 Are you =ure you want to log off?

9. Logon to Portal with your Portal UserlD and Password. Open your web browser, and if inside the
SGN, enter the following URL: http://hrms.wa.gov:50000/irj/portal. If outside the SGN, enter the
following URL: https://fortress.wa.gov/dop/portal/irj
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10. Click on the ‘WebGUI’ and/or ‘Business Warehouse’ tab. In either case, if the application comes

up, then User mapping was successful.

| SAP Enterprise Portal 6.0 - Microsoft Internet Explorer

Fle Edit Wew Favortes Tools Help

eﬁack = Q B @ \{b pSearch *Favorltes @ @v ,1_;:_( w2 D ﬁ ﬁ .'ﬁ

2 Address ‘@ http:/fhrms wea,gov: 50000/ servlet/pr/portalfpriraot/com, sap. portal.navigation. portallsuncher . default

I Content Administration  User Administration  System Administration  WEBGUI,
ITSRPO

¥ Portal Cortent > TSRPO | Back Forward

v|Bleo iunks

Helo | Personslize | Log Off m
k]

SAP Easy Access

Menu .!“ Tools ‘ﬂ User meny | SAP menu | SAP Business Workplace | Other menu | Add to Favorites | Delete Favorites | Change Favorites | Mo?-

~ S3Favarites
EUIM - User Infarmation Systern

~ £35AP menu

» [Joffice

b [ICross-Application Components

» CLogistics

» [(JAccounting

» [(JHuman Resources

» Cinformation Systerms

» (Tools

&] ® ntemer
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TROUBLESHOOTING

1. The following screen will appear If UserlD did not map correctly in portal. Repeat Steps 1 — 10 as

necessary until User mapping has been successfully completed.

Welcome TOM LIN

ITSRPO

Icnntenmnm\mstrmmn User Administration  System Administration |~ WEBGUI

E]SAP Enterprise Portal 6.0 - Microsoft Internet Explorer E]@
Ele Edit View Faverites Tools Help o
¢ A &) 7
o . © Ei El ) s w @ ) e
Back #ard Stop Refresh Home Search Favorites History Print Preview Print
address @] http: ffrms wa, gov/ijpartal 1:} Go nks *

Help | Personalize | Log Off “n

¥ Portal Content > TSRPO

ITS System Information

Please log on to the SAP System (RP0)

Service:  WEBGUI
Client: 700
Login: 00123456
Password: |

Lanouage-[Ergin ]

@ 1996-2005. SAP AG

P Back
SARd

&] Done

&4 Local intranet

2. If you are having trouble logging onto Portal, go to this website to ensure that your internet settings

are correct: http://hrms.dop.wa.gov/Techlnfo/SSOBrowserReq.htm

**Please contact your agency Security UserID Administrator if you have issues with the Portal

User mapping process
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Security Authorization Administrator
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HR
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Find SAP position number (PPOMW)

Prerequisites:
v' User's name

1. Enter transaction ‘PPOMW’ (/nPPOMW). You will see & You have no authorization to change o delete.
in the status area. Disregard this message and continue.

2. Search for position(s). Click ® next to ‘Position’ to expand the display.

Crganization and staffing fworkfow)

Edit

alfld B a2 5 E)

izoto Settings  System

Organization and staffing (workfilow) Change

2

= e
Find

[ Qrganizational unit
C [> )& Position

5l Job
[> @ Person

B [& User

=la

3. Inthe expanded display, click ‘Structure search’.

Crganization and stafing fwaor

Edit

2 ﬂllﬁ@ﬁl@[ﬂ][ﬁ|$ﬁ'

EAl[=]

| =P e

Task assignment

Gotn Seftings Systerm Hely

Organization and staffing (workfiow) Change

¥4

I 0 =1 i A Y

Find by

[» [ Organizational unit E
= & Position [+]

(Hl Free search

/u&:.g P e

Structure search
f + b it
x

| ==
|| 0| 0|8 L2 &
Task assignment

[» [ Department of Persanne
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4. Click P next to ‘State of Washington’ to expand the display.

Organization and staffing fworkflow)  Edit  Goto Seftings System

V] B dH @@ S 6E
Organization and staffing (workfiow) Change
ra
=1 R A Y | == ME|
Find by | &z ||| O | @ | B | o
[> [ Crganizational unit [«] || Task assignment
< & Position E [» [ Department of Pers
() Free search
[ Search term
(R Structure search
) Onject history
[ fad Job
[ @ Persan B
B [5 User
B $e| wiorkilow template El
P & Standard task =
El R REIEEAERET
Marne Code
& T T
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5. Scroll down through the expanded display and find your agency. Double click Agency name.
Qrganization and staffing fworkflow)  Edit  Goto  Settings  Systemn
& B Cad 2R
Organization and staffing (workfiow) Change
F4
== | A Y ==
Find by B ==Y ) sy P e
[ [ Crganizational unit [«] || Task assignment
= 2 Position E [» [ Department of Per:
f Free search
[l Search term
(Rl Structure search
fH Object history
[ fag Job
> @3 Person |
B [5G User
B 3| wiorkflow template E'
[ & Standardtask =
EEEE IR EE R ENEE
Marme Code
6. You will see & You have no authorization to change or delete. in the status area; disregard this
message, and continue.
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Organization and staffing fwork

Edit Goto  Settings

term  Help

2 <1I|6®6|Q[H][%|$3Eﬁﬁ|

Organization and staffing (workflow) Change
=
&

BRI

=Y

B =l

2/071200€

Fird by
[» [ Organizational unit
= & Position

(|l Free search

[ Search term

(R Structure search

TR i mnd Limbmins

@) [0 08 B [38) a | v

__ 1k

[ Department of Personngyl 11

Task s ““““I“- Code

7. Click bar in the center of the screen to enable full display.
& 2IH @@ LHE B0 HE @
Organization and staffing (workflow) Change
¥4
= &= [ =]a] | = |l|E] 02/07/2006 + 3 Manths

“ind by 5 &alllalmlﬁlialmalll-lvlll_\l S| %) e8] 6]
[> [ Qroanizational unit ; Task assignment Code
< & poston = |[[o ObssaentarEaanng 111 o s0omndsr

fHl Free search

{H search term

{H structura search

{Hl Object history
[ fmi Job
[> @3 Persan |
b [ User
I 22| viarkilow template Al |

= — T[] e —
.D §§tar.1dardtask hd Details for Qrganizational unit Department of Personnel )
|['“| ||'E1|§]a|g‘g| @I P Pmsiedata_ | Account assignment | Tasks
Hame Code
= [ State of¥ashington SOy Crganizational unit 111 Department of Personnel
[ O Department of Ferso 111 Walid On  B2/07 /2006
8. Click your agency name in the ‘Task assignment’ column.
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9. Click [

Qrganization and staffing fworkflowd  Edit  Goto  Settings  Systerm Help
& 298 CEQ SHE DDO0 BRE @
Organization and staffing (workflow) Change
P
g

[= |[&d] ] [= @ | 2i07/2008 + 3 Manths

Ik

Ra| 0 [0« [ ma)l« [~ [ S |
[» [ Crganizational unit Task assignment Code n]
= 2 Pasition [» [ Department of Personne 111 0 300004491

fEl Free search
E) Search term
(B} Structure search

mm -~. - o

1]

10. Double click ‘Person’.

Ohjecttype (13 12 Entries Found

Restrictions |

v |E || B 2

Oh |Object type text
AG Raole

Job

F |Ferson

5 Qs

T Task

TG Task Group

TS Standard task
G Usergroup

S Lser

Wi Workflow task
WS Workflow termplate

o
i
.-"l

Ll

!
=
=1

" W % W & % V&
[T N P e I DY

i
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11. Select the ‘Last name — First name’ tab and enter the user’'s name(s), and click .

Search Tem ) Last name - First name L Perzonnel |0 Murmber L Organization
Lazt name li' Rogers ¢—
(4
Firzst narne @ Lonnie| 4=
F
B
i
L
L
B
i
L
L
E
[
4 ]

12. Check the box next to the user’'s name, and click .

Search Term ) & Last name - First name L Ferzonnel 1D Mumber L

=

EENEIE
Last name First name|Title |(Pers.No. |5tart Date |End Date |
ROGERS LOMMIE 00385404 015011959 12031/9999
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13. The requested position information is displayed on the right side of the screen. The SAP position

number is prefixed with ‘S’.

"G

[= [ & I|=|a [= & ] 02082006 + 3 Months
Find by N E-ENDlﬁllwﬂlﬁﬂlﬂ@|l|‘-|7|l|a‘%|l|9|[H]| [=]
[» [ Organizational unit E| Task assignment Code [
< 2 Position [~] [ & PAYROLLSME P54 S TOOS1876
(B} Free search [ & HUMRES CNSL P545 S 70081878
(Bl Search term > & HUMRES CNEL P546 S 70081879
() Structure search I & CONTRACTS SP PSSO S 70081880
(B} Ohject history b & ITSPECS P&&1 S 70081881
[ fam Job > & ITSPECS P52 5 70081882
[» @ Persan B [ & ADMASST4 0147 S 70081897
b [& User & ITSPEC3 038 S 70081936
D $e| workflow template ] [ & HRMS DEY MAN 0393 S 70081937
[ & standard task = > & ITSPEC 4 0401 S 70081938
e B & HRMS FUMCICO 0404 S 70081939
|[H]| ||'ﬂ|ﬁﬁlﬂ||@ [ & B TEAM LEAD 0405 5 70081940
Marre Code [ & INFOTEC 245 (0408 S 70061942
= [ State of Washingtan SO [ a FISCAL ANALYSTO409 S 70031943
[» [ Department of Perso 111 b & R2HRMS PG40 5 70084262
[ & HUMRES CMNSL P547 S 70084263
k> 3 WS BAND 3 P543 S
v [@TePECE oane (. 5 7iieazis
€ Centralized 5 SR3P_CS_AU
€D Centralized S SR3AP_CS_USEAG 5R3P ca s
€3 St ofvva Data SR3P_SOWY_DFAG SRIP_SOW_L
fam ITSPEC A | 479M C &000166S
@ ROGERS LOIROGERS P 00385404
[ CLASSIFIED ORG UIDC 0 30000515
[ BOARD AND OTHER X1 0 30008032
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Assign Roles to Positions (PFCQG)

Prerequisites:
v Role name(s)
v SAP position number(s).

1. Enter transaction ‘PFCG’ (/nPFCGQG) to assign roles to positions.

2. If you know the fully qualified role name, enter it in the ‘Role’ field, and skip to Step 5. Otherwise,
search for a role that needs to be assigned to a position. Key SR3P* (for single role) or CR3P* (for

composite role) and click .
Role Maintenance

il =Ny o+ Transactions

Rale — P SRIP @E‘i 0 Role  [O)

Marme

3. Verify/confirm the proper tab (‘Single Roles’ for SR3P*; ‘Composite Roles’ for CR3P*), update
‘Maximum no. of hits’ to 999, and click .

Role Mame (1)

Single Roles L Compozite Roles

Single Fole D@

Rale name

bl axirmurmn Mo, of Hitz
:}@ [E ]
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Role Edit Goto

Utilities ~ Environmen

BT

Help

A HISG@  DHEE 8D

a3 EE @

Double click appropriate role; for this example, ‘Personnel Administration Inquirer’ is selected.

Role Maintenance
EJ @ % | ':CT' Tran_sact\on_s

T

% Single Roles

Composite Foles =
Role srip* I_ L ‘ = LT_HZI
MName Decentralized Personnel.,
A EIEEE
|®Views B ||| R | ||| Show Do| Siole Role [Role name |
- SRAP_CE_PAY_RPRT_ADMIN Centralized Payroll Reparts Administratar E|
FRAILE) SR3P_CE_SECURITY_AUDIT Centralized Security Auditor [=]

SRIP_CE_TIME_MNG_INTER_ADMIN
SRIP_CE_USER_ADMIN
SRIF_CE_WRKSCHED_CONFIG_ANL
SR3F_DE_BEMNE_PROC
SR3IF_DE_GARNISH_ADMIN
SR3F_DE_LEAVE CORR_PROC
SR3F_DE_ORG_MANG_PROC
SR3P_DE_PAY_ANL
SRIP_DE_PAY_ING
SR3P_DE_PAY_FROC

Centralized Time Management Interface Administratar
User Administrator

Centralized Wark Schedule Configuration Analyst
Decentralized Benefits Processar

Decentralized Garnishment Administrator
Decentralized Leave Correction Processor
Decentralized Organizational Management Frocessor
Decentralized Payroll Analyst

Decentralized Payrall Inguirer

Decentralized Payroll Processaor

ol e =B = :

BCentraliZed Fayro [

————

F3FP_DE_PERS_ADMIN_IMG
m
SR3F_DE_FERS_ADMIN_SLIPY
SR3IFP_DE_T&A_ING

SR3P_DE_T&A PROC
SR3P_DE_T&A_SURPY

|Decentra|izedPersonnelAdministrationInquirer -
Ereerrive T sar

Decentralized Personnel Administration Supervisor
Decentralized Time and Attendance Inguirer
Decentralized Time and Attendance Processor
Decentralized Time and Attendance Supervisor

\/

27 Entries Found

NGB

&

5. Once the role is selected, click .

Role Edit

ot LHilit term

Help

i S E @ D EE N8R EE G

Role Maintenance

i =N

o2+ Transactions

Role
Hame

| -@ || Show D ocurnentation |

Role

|||:°| Comp. Role |

Favarites

| Description

Target Sys
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6. Update the Role
a. Click ‘User’ tab

b. Click “Organizational Mg...” button. IF this button does not appear, click e, then click ‘Goto’
pull-down menu (on menu bar), select ‘Settings” and select ‘Complete View (Org Mgmt &
Workflow)’. Then, repeat Step 5 above.

Change Roles
"2 G Otherrole | a§>|

Role SR3P_DE_PERS_ADMIN_INOQ

Description Decentralized Personnel Administration Inquirer

¥ Description k @ Menu k B Workflow k @ Authorizations Mini4pps |

b_ ~ R —
[0 Usercomparon | (6
T —

r User ID ser name From to - W
T_DSHS_STRUC  |DSHS Struct Testing 03.03.2005(31.12.90899 (4]
[+]

[ |

7. Click ] ‘Create Assignment’ button.

@8

ERONI= N
Role: Change Agent Assignment
R

@ Indirect user assignments ok

Decentralized Personnel Administration I

Junk Yard Clerk {(C)
—D5HS Struct Testing
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8. Choose agent type
a. Click ‘Position’

b. Click ¥

Object type

Work center

Job

Organizational unit
Person

a. Position

User

L/E: #e

b.(¥) %

9. Enter SAP position number (w/o the ‘'S’) in ‘Search Term’ field (overlay/replace the *), and click v .

Chonse Position

Search Tertmn * @

s »

8. The appropriate role and position should be displayed.
a. Confirm/verify SAP Position number is correct.

b. Click O ‘Create’ to continue.

Create Relationship

Mame D Code Walid from

4 @ Decentralized Personnel Administratic A SR3IP_DE_FPER 15.06.2005
a FMGRPRIMT TECH 1 a.L|5 70000226 41520 15.06.2005

[l B[] [«e I L[]
Time period 15.06.2005[-(31.12.9999
bl %
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9. The position should now be displayed.
a. Click & to drill down within the position to make sure that it contains the correct person and the

UserlD.
b. Notice that there is a red light B at the top left of the screen.

. . e
c. Click 'BH ‘Indirect user assignment reconciliation’.

Edit Goto View System Help

BAH Ca@ BHEE
Role: Change Agent Assignment
c. @4 58 F E

b_@RequTre reconciliation of indirect user assignment

Assignment

Decentralized Personnel Administration I

Junk Yard Clerk (C)
FMGRPRINT TECH 1

Blasko Riqgs

—DSHS Struct Testing

d. Upon successful update you will see the following message in the status area:
(%3 Data was saved

e. Once the light is green, back out of this screen.

Edit Goto  View m Help

20 Qe SHE
Role: Change Agent Assighment

ssignment

10. The UserlD and user name should now be included in the list, in blue.
Change Roles

®2 G Otherrole | n’?|

Role SR3P_DE_PERS_ADMIN_INQ

Description Decentralized Personnel Administration Inquirer

{3 Description k @ Menu h B Workflow k @ Authorizations = & User k MiniApps l

Iﬂ |0fy Selection | |0 OrganizatinnaIMg...| |I User comparison |

USerID e lisginame From _ o
11_1_11112 Blasko Rig 15.06.2005|31 .12 9999

T_DSHS_STRUC 5§HSS‘I:mctTesﬁr‘lg 03.03.2005(31.12.9999
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11, 1f B _User comparison | ‘User comparison’ button is red,

a. C|iCk|- User comparison |button

b. Inthe Compare Role User Master Record popup, clic

Comparison.’

{1 Description k @ Menu k B Workflow k @ Authorizations '~ 2% User

K X Complete comparison

a.
|$ Selection | |Q‘Drganizaﬂ0nalh-'|g...m- Usercomparison_lj@\

User 1D User name From to i
11111112 BLASKO RIGGS 15 06.200531.12.9999 |Z|
T_DSHS_STRUC

DSHS STRUCT TESTING

B3.83.2005(31.12.9989 (-]

User| WILLW
Date 15.06.2005
Time 13:28:13

Complete adjustment

User WILLW

Date 15.06.2005
Time 13:28:13

‘Complete

k MiniApps E@ﬂF’ersonalizaﬁon [

Information for user master comparison

Status User assignment has changed since the last user master record comparison

[ —
< & complete compa@ﬁ Information 3§

12. All buttons within the ‘User’ tab should now be green.

Role
Description

SR3P_DE_PERS_ADMIN_INGQ

Decemralized Personnel Administration Inquirer

3 Description k @ Menu k B Workflow k @ Authorizations = @ User k MiniApps k

Iﬂ |030 Selection | (&Organizationall‘u‘lm Usercumparis

rUSE'.'I' In] User name From to i
11111112 Blasko Riggs 15 06.2005(31 .12 9989 E|
IT_DSHS_STRUC DSHS Struct Testing 03.03.2005(31.12.9989 E|

13. Click the ‘Save’ button (if not “

greyed out”) to save changes to the role.

Change Roles
2 G Otherrole | l:f:—>|

Role
Description

SR3P_DE_PERS_ADMIN_INO

Decentralized Personnel Administration Inquirer
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14. Assign your agency data profile, if not already assigned to the position. Follow the same steps for
Assign Roles to Positions (PFCG) using the Data Profile Access role with the following naming
convention: SR3P_XXXX_DATA_PROFILE — where XXXX is your Personnel Area.
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Delete Roles from Positions (PFCG)

Prerequisites:
* Role name(s)
= SAP position number(s).

1. Enter transaction ‘PFCG’ (/nPFCG) to delete role(s) from position(s).

2. If you know the fully qualified role name, enter it in the ‘Role’ field, and skip to Step 5. Otherwise,
search for a role that needs to be deleted from a position. Key SR3P* (for single role) or CR3P* (for

composite role) and click .
Role Maintenance

il =Ny o+ Transactions

Rale — P SRIP @E‘i 0 Role  [O)

Marme

3. Verify/confirm the proper tab (‘Single Roles’ for SR3P*; ‘Composite Roles’ for CR3P*), update
‘Maximum no. of hits’ to 999, and click .

Role Mame (1)

Single Ralez L Compozite Rales

Single Role D@

Rale name

bl axirmurmn Mo, of Hitz
:}@ [E ]
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4. Double click appropriate role; for this example, ‘Payroll Processor’ is selected.

Role Edit Goto  LHilities Environment  Systermn Help

& alaH @@ I DHE I DDhOn EE @
Roie Maintenance
oo of» Transactions

Faole Mame {1} 52 Entries Found

¥ Single Foles k Compozite Foles II‘ IEI

Role 5r3pt =
[ v
Marme
A= =
| B | ||Singte Role “|Role name |
- SR3P_DE_FIM_RPT_FROC Cecentralized Financial Reporting Processor E| —
Laades SRIP_DE_GARNISH_ADMIN Decentralized Garnishment Administrator E3| =
SR3IFP_DE_LEAVE CORR_PROC Decentralized Leave Correction Processar
SR3IP_DE_OM_OBJECT FROFILE Decentralized OmM Ohject Profile - Object Types C, 01, 02, 03
SR3IFP_DE_ORG_MAMNG_PROC Decentralized Organizational Management Processor
SRIP_DE_PAY_ARL Decentralized Payrall Analyst
SRIF DE _Bovy lklc et
SR3P_DE_PAY_PROC Decentralized Payroll Pracessor >
BRB _UI:_I'HI_u ';'“\j Cioromntralizod] P osernldl Du:n i
SR3IFP_DE_PERS_ADMIN_IMNG Decentralized Personnel Administration Inguirer
DD ME DEDC Aankdikg DO Meacmmtealitad Darrcmammal Adeainiete=ticnes Dracmssmr

5. Once the role is selected, click .

Bole Edit Goto  LHilities Environment  System Help

& 2 B e 6 O RS A D =] ) e
Role Maintenance
n i i) o3+ Transactions

Role ER3P_DE_PAY_PROC (.‘ﬁ In Roe | Comp.Rae |
Marme Decentralized Payroll Processor \—

||E|‘-.-’iews E |I| B | |E] |I| Show Documentation |

Favorites |Deacriptinn Target Sys
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6. Update the Role
a. Click ‘User’ tab

b. Click “Organizational Mg...”. IF this button does not appear, click e, then click ‘Goto’ pull-
down menu (on menu bar), click ‘Settings” and click ‘Complete View (Org Mgmt & Workflow)’.
Then, repeat Step 5 above.

Edit

Eole Eoto Ltilities  System Help

& 2l H eEa@ S HE Dhoan BHE @L
Change Roles
"2 G Other role | I:f:—}|
Role SR3IP_DE_PAY_PROC
Description Decentralized Payroll Processor a
T N

& Description k @ Menu k [ W%I{ﬂnw k @ Authorizations w MiniApps l
. ’ \

IE |0j} Selection | & Organizatiunalhﬂg.]) |0 Llser compatison |

|_ Llger D Llzer name From to
HAZA5528 BILL CHASE B1f242006(12431+/9999 |E|
HA335404 LOMMIE ROGERS 206 2006(12/314/9999 E
e - - - e aaaa P — 1
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7. To display SAP position numbers, click ‘View’ pull-down menu bar, and then click ‘Key On’. Click

@ to drill down; confirm/verify this change will only impact the correct person and the UserID. If
position is “multi-filled”, this action will remove access for all employees in this position.

Asszignment  Edit

izoto

Role: Change Agent Assignment
oo ofa of B B B &

@ Indirect user assignments ak

Decentralized Payroll Processor

FIM SWCS MGR
FISCAL ANALYST 1
FISCAL AWALYST 2
FISCAL ANWALYST 2
IT SPEC &

BHEKEH

ROGERS LOWNWIE R

LOMMIE ROGERS

8. Delete the assignment.
a. Click position to highlight it.

b. Click % ‘Delete Assignment’ button.

Assignment  Edit Gofo View  Systern Help

BldH e SHE ¢
Role: Change Agent Assignmemnt

b.
pacp=EEE B

@ Indirect user assignments ok

Decentralized Payroll Processor

(B FIW 5WCE MGR
B FISCAL AMNALYST 1
B FISCAL AMALYST 2

E3 FIE% i
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9. Verify all information is correct, and click .

ignment Edit Goto

Role: Change Agent Assignment
oo ofa of B & B B

@ Indirect user assignments ok

Decentralized Payroll Processor

gnment

AG SR3IFP_DE_PAY_PROC Decentralized Payrall Pro

5 FO0342F73 IT SPEC &

LAl [ [

Q.

+¥
10. Notice the red light and message at the top of the screen; click B ‘indirect user assignment
reconciliation’ button to turn the light

ignment Edit Goto

Role: Change Agent Assignment
Qﬁ% FEHREABR

B Require reconciliation of indirect user assignment

Decentralized Payroll Processaor

B FIN SWCS MGR

B FISCAL ANALYST 1
B FISCAL AMALYST 2
B FISCAL AMALYST 2
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11. Upon successful update, you will see that the light has turned green, and the message

F@ Data was saved

in the status area.

signment Edit Goto  Wiew System  Help
Bl d H GG 2 EE |

Role: Change Agent Assignment

oo o of !

@t user 55519@

Decentralized Payroll Processor

B FIN SWC5 MGR
1 OFTEMAL AMAL ¥ET 4

12. Back out of this screen

Assignment  Edit Goto Wiew  Systerm Help

=] & ¥
Role: Change Agent Assignm\e;lt

@ B HE

13, If | B LUser compatison | button is red. click | B User compatison |

Eole Edit Goto  Ltilities Systerm  Help

) 100 eEQ DB NnaD DE @MW

Change Roles
%2 G Otherrole | ni—>|

Ruole SR3P_DE_PAY_PROC

Drescription Decentralized Payroll Processor

{2 Description k @ Menu k B Workflow k @ Authorizations | & User k MiniApps k e

Iﬂ |Q%? Selection | |@ OrganizatinnalMg...l (II Llser comparison I)
\/

|r|UserID |Username |Fr|:|m |t|:| |
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14. In the Compare Role User Master Record popup, clic
Compare Role Lser Master Record

K EE Complete comparison

Last comparison Complete adjustment

User] TIDALSAP User TIDALSAP
Date B2 /067 2005 Date B2 /062005
Time 18:05:08 Tirmne 18:05:08

Information for user master comparison
Status

lzer assignment has changed since the last user master record comparisan

& Complete comparison | [l Information 3§

15. All buttons on the ‘User’ tab should now be

green.

Eole Edit Goto  LHilities  System

Help

BdE SO 2R DDLOn | EE

Change Roles
*3 @ Other role | I:f:—>|

Role SR3P_DE_PAY_PROC

Description Decentralized Payroll Processor

= Description k @ Menu k B Workflow k @ Authorizations @ User

RIR |4 [d selection |
|r|UserID

¢ Mini&pg

([@ Organizational M. .

@ User comparison Dm

LIser name

Frarm to . [

16. Click (if not “greyed out”) to save your changes. You will see the message

F@ Data was saved

in the status area.

17. If you need to unassign your agency data profile from the position(s), follow the same steps for

Delete Roles from Positions (PEFCG) using the Data Profile Access role with the following naming
convention: SR3P_XXXX_DATA_PROFILE — where XXXX is your Personnel Area.
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Security Auditor
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Display Users by Role (SUIM)
1. Enter transaction ‘SUIM’ (/nSUIM) to Display Users by Role

2. Display Users for a Specific Role:

a. From the User Information System screen, drill down to Roles > By Role Name and click © .

ot ir i L LAl ot alidls

He2E % R2D|®

Structure
¢ User Information System
[» User

b. Enter the role name (or search if you don’t know it) and click © to Execute. To search for the

Role, enter SR3P* in the Role field and click to search.

Roles by Complex Selection Criteria

(&) E
Standard Selection
Role R3P_CE_USER_ADMIN @:
Description

[ | 8how Role Long Text
Single Roles
Composite Roles

c. From the Roles by Complex Selection Criteria screen, select User Assignment to display all
users assigned to the selected role.

Roles by Complex Selection Criteria

(& User assignment o> €3  Trans. Assignm

1 roles found
Role “ Type|Role name
SR3P_CE_USER_ADMIM | @ User Administrator
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d. Alist of Users will be generated.

Roles by Complex Selection Criteria
&3 Roles @ Profiles

Change documents | 2 & & B ¢ H <E Choose o5 Save TF File. E

Number of Users Selected: 1

Jser Name

“|Complete name

User group

Account no.

Locked

Valid from

Walid through

User Type Reference user

TESTWLW

WLW Test

ADialog

3. Display Role Assignments for all Users:
a. From the User Information System screen, drill down to User > Users by Complex Selection

Criteria > Users by Complex Selection Criteria and click ©
User Information System

BeH % RiD|®

' Structure

' User Information System

— 7 ser
[» Cross-System Information (Central User Administration)
(Z» Users by Address Data

—pF | 5ers by Complex Selection Criteria

s ByuserlD

b. Leave all fields blank and click @ to execute the report
Users by Complex Selection Criteria

@)= [

Selection Criteria for User

User

Role

Group for Authorization
User Group (General)
Reference user

User D alias

Profile name

Non SSO Decentralized Security Administration Handbook v3d

Revised: 12/11/2006

Page 129 of 143



c. The list returned should contain all UserlDs within your personnel area. Click @ Roles
display all roles assigned to the user.

Users by Complex Selection Criteria

Profiles | Change documents 2 & & ¥ ¥ HH < Choose o5 Save TF F

Number of Users Selected: 157

User Name “|Complete name User group Account no. Locked |Validfrom  |Valid through
00067312 R Zimrmerman

11111111 First Last

11111112 Blasko Riggs

ALLISOMF Allison Farrell

ALLYSONH Allyson Helash BW

AMANDAT Amanda Thomas ROLLED_OFF = |
AMYL Amy Lu ROLLED_OFF = |
ANANDR AMAMDR BW

ANDIEH Andie Haddad ROLLED_OFF =

ANGIEC Angie Caudill ROLLED_OFF =

AMNMF Ann Fossum ROLLED_OQFF @ |
ANTHOMYP Anthony Palumbo ABAP |

d. The report will be displayed. To download the results to Excel, Click List > Export >
Spreadsheet.

Ean

Goto Views

§ PrintPreview cri+shit+F10 | @ @ | O @ 5 2 0 A 2 [] 1 &)
| PErint Cirl+P e
U Crystal Reports Batch Printing Fntena
J-p Export G Word Processing... Ctrl+Shift+F8
E | Send To ——irSpregdsheeL..
Rl Exit Shift+F3 : Local File... Ctrl+Shift+F9
Narme Complete name F  Additional Functions of SAP Gluery 5...|...|Start date End date Role name
11111112 Blasko Riggs € Crystal Reports File E 15.06.2005 |31.12.9999 |Decentralized Personnel Administration Ingt
ALLISONF Allison Farrell _E Copy URL to Clipboard Shift+F1 | 05.08.2004 |31.12.9999 |Raole for all Customizers
Sr — -——'-- 15.12.2004 |31.12.9999 |Transport Creation and Task Maintenance
ALLYSONH Allyson Helash SR3ID_DISPLAY_ALL @ | = 05.08.2004 [31.12.9999 |Role that gives Display_All Authority
AMANDAT Amanda Thomas SR3D_CUSTOMIZER @ =| 05.08.2004 |31.12.9998 |Role for all Customizers
SR3D_DISPLAY_ALL @ | = 05.08.2004 [31.12.9999 |Role that gives Display_All Authority
SR3D_TRAMSPORT @ _aQ 15122004 |31.12.9999 |Transport Creation and Task Maintenance
ANANDR ANANDR SR3D_CUSTOMIZER_BWDEV @ = 10.11.2004 [31.12.9999 |Role for all Customizers
ANDIEH Andie Haddad SR3D_CUSTOMIZER @ = 05.08.2004 [31.12.9999 |Role for all Customizers
SR3D_TRAMSPORT @ =/ 15122004 |31.12.9999 |Transport Creation and Task Maintenance
ANGIEC Angie Caudill SR3D_CUSTOMIZER @ =| 05.08.2004 |31.12.9999 |Role for all Customizers
SR3D_TRANSPORT @ = 15.12.2004 |31.12.9999 |Transport Creation and Task Maintenance
ANMF Ann Fossum SR3D_CUSTOMIZER @ =| 05.08.2004 |31.12.9999 |Role for all Customizers
SR3D_TRAMSPORT @ = 15122004 |31.12.9999 |Transport Creation and Task Maintenance
ANTHONYP Anthony Palumbo SR3ID_DISPLAY_ALL @ | = 05.08.2004 [31.12.9999 |Role that gives Display_All Authority
ARTHURL Arthur Lanham SR3D_CUSTOMIZER @ = 05.08.2004 [31.12.9999 |Role for all Customizers
SR3ID_DISPLAY_ALL @ = 05.08.2004 [31.12.9999 |Role that gives Display_All Authority
SR3D_TRAMSPORT @ =| 15122004 |31.12.9999 |Transport Creation and Task Maintenance
BARBB Barb Baker SR3D_CUSTOMIZER @ = 05.08.2004 [31.12.9999 |Role for all Customizers
SR3D_DISPLAY_ALL @ = 05.08.2004 [31.12.9999 |Role that gives Display_All Authority
SR3D_TRAMSPORT @ =| 15122004 |31.12.9999 |Transport Creation and Task Maintenance
farY

acTun

Beth Dockine

opan M 1eTOAMIZPER

ns N2 2nn4

24 40 noon

T T R O BT T
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e. Click @ to continue

f. Click Table and @

h. Excel will o: en and dis:laz the data.
B3 Microsoft Excel

! Fle Edit View Insert Format

Tools Data Window Help

EDﬁHIBéﬁléi&\‘?ﬂlﬁQéﬁ%-9’|"‘:‘-°‘-\&E-‘%lillﬂ®aiﬂ‘3‘

g ﬁ m Ll & | £ £ | & Qg @3 | ¥ Reply with Changes... Engewew.‘.!

Al -

Worksheet in Basis

2 11111112
3 |ALLISONF
4 |ALLISONF
5 |ALLYSONH
6 |AMANDAT
1 |AMANDAT
8 |AMANDAT
9 |ANANDR
10 |ANDIEH
11 |ANDIEH
12 |ANGIEC
13 |ANGIEC
14 |ANNF

15 |ANNF

f User
m

Blasko Riggs
Allison Farrell
Allison Farrell
Allyson Helash
Amanda Thomas
Amanda Thomas
Amanda Thomas
ANANDR

Andie Haddad
Andie Haddad
Angie Caudill
Angie Caudill
Ann Fossum
Ann Fossum

SR3P DE_PERS ADMIN INQ
SR3D_CUSTOMIZER
SR3D_TRANSPORT
SR3D_DISPLAY ALL
SR3D_CUSTOMIZER
SR3D_DISPLAY_ALL
SR3D_TRANSPORT
SR3D_CUSTOMIZER_BWDEV
SR3D_CUSTOMIZER
SR3D_TRANSPORT
SR3D_CUSTOMIZER
SR3D_TRANSPORT
SR3D_CUSTOMIZER
SR3D_TRANSPORT

I O Y v W

@IC\QASingle role@
@ICVASingle role@
@IC'\QSingle role@
@IC'\QSingle role@
@IC\QSingle role@
@IC\QASingle role@
@IC\QSingle role@
@IC\QSingle role@
@IC\QSingle role@
@ICVASingle role@
@IC\QSingle role@
@IC'\QSingle role@
@IC\QSingle role@
@IC\QSingle role@

@BNQIndirect Assignment (H
@1G\QDIrect Assignment@

@16\QDirect Assignment(@

@16G\QDirect Assignment(@
@1G\QDirect Assignment(@
@1G\QDIrect Assignment@
@16\QDirect Assignment(@
@1G\QDirect Assignment@
@1G\QDirect Assignment@
@1G\QDrect Assignment@
@16G\QDirect Assignment@
@1G\QDirect Assignment(@
@1G\QDirect Assignment@
@1G\QDirect Assignment(@
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4. Users with Critical Authorizations
a. Currently under development — Critical Authorizations have not yet been defined in the system.
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Display Transactions by Role (SUIM)

1. Enter transaction ‘SUIM’ (/nSUIM) to Display Transactions by Role
2. From the User Information System screen, drill down to Roles > By Transaction Assignment and

click @
User Information SySfem
2 @ | % 2 @ &

Structure

#  User Information System
[ User
*# Raoles
@ Roles by Complex Selection Criteria
(X» By Role Mame

3. Enter the transaction (or search if you don’t know it) and click © . Note: Single or multiple
transactions may be entered here.

Roles by Complex Selection Criteria

(&) [
Selection by Assigned Transactions in Menu
Transaction su@1 @2:
AND AND
AND AND

4. A list of Transactions by Roles will be generated. Note: You can view User Assignment by
selecting a role and the User assignment button.

Roles by Complex Selection Criteria

[ Userassignment @y o2 & Trans. Assignment & w

3 roles found

Role “|Type|Role name
SR3P_CE_AUTH_ADMIM f @ Authorization Profile Administrator
SR3P_CE_SECURITY_AUDIT @ Centralized Security Auditor
SR3IP_CE_USER_ADMIM D

User Administrator
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Display Role Information (PFCG)

1. Enter transaction ‘PFCG’ (n/PCFQG).

2. Enter the Role Name (or search for possible values) and click .
Role Maintenance

| |D§» Transadions|

SR3P_CE_BENF_CONFIG_ANL 2 )

3. The first tab is Description; it will list who created it, last changed and a description.

Display Roles

D & omerrole | & | H

SR3P_CE_BENF_CONFIG_ANL

Created Changed Derive from Role
User AMYL AMYL
Date 14 10.2004 01.11.2004
Time 15:18:53 15:50:43 |§\E Delete inheritance relationships I

dolel 2led ik 2iml

The Benefits ConfTiguration Analyst role is responsible for creating and
maintaining retirement plans in HRMS
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4. The second tab is Menu; this shows transactions available via the menu system for this role.
Dispiay Roles
%2 & Otherrole || & |

Description

SR3P_CE_BENF_CONFIG_ANL
Centralized Benefits Configuration Analyst

& Desm'pﬁon @ Authorizations k @ User

k MiniApps k@ﬂPer&onalizaﬁon |

< ‘=3 Role menu
EBJ Display Spool Requests
) Evaluate Authorization Check

Target System

@ Mo destination

2 Maintain Users Own Data

) Display HR Master Data

2 Maintain HR Master Data

2 Enroliment

2 Termination of Participation
1) Participation Monitar

) Benefits Participation Overview
2 Automatic Plan Enroliment

2 EOI Monitor

5. The third tab is Authorizations; this additional information about the authorizations for the role. Click
@ to Display Authorization Data for the role.
Display Roles
% |65 Otnerrole | | & |

Role SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

3| Description k @ Menu '@ Authorizations k @ User h Mini&pps k @3¢l Personalization

Created by Last Changed On/By
User AMYL User AMYL

Date 14 182004 Date é1.11_20084

Time 15:18:53 Time 15:40:26

Infarmation About Authorization Profile

Profile Mame  WACBECFGAN
Profile Text Profile for role SR3P_CE_BENF_COMFIG_AML
Status Authorization profile is generated

Maintain Authorization Data and Generate Profiles

: Display Authorization Data

Non SSO Decentralized Security Administration Handbook v3d

Page 135 of 143
Revised: 12/11/2006



6. Inthe Display role: Authorizations screen, expand the node to view specific authorizations. When
finished, click & or press F3 to return to Display Roles screen.

Lispiay role: Authorizations
== iy Open Changed Maintained | Organizational levels... Information

aint.: @ Unmaint. org. levels B open fields, Status: Unchanged
SR3P_CE_BENF_CONFIG_ANL Centralized Benefits Configuration Analyst

Ea] Standard Cross-application Authorization Objects
Ea] Haintained Basis: Administration
= Changed Human Resources

—mE %Standard Personnel Planning
= 2 Changed HR: Master Data

= @@®@ Changed HR: Haster Data

&5 Authorization level
&y Infotype

—y Personnel Area
&5 Employee Group
&y Employee Subgroup
&5 Subtype

—dy Organizational Key

=]

geet1, 0169, 1M1

LR S S = R §
=1
=

@ ‘%Standard HR: Clusters
—m = Maintained HR: Master Data - Personnel Number Check

7. The fourth tab is User; this will list UserIDs indirectly assigned to the role in blue, and UserlDs
directly assigned in black.

Display Roles
"2 B Otherrole | o |

Role] SR3P_CE_BENF_CONFIG_ANL

Description Centralized Benefits Configuration Analyst

| Description k @ Menu k @ Authorizations MiniApps k@_l Personalization
|0 User comparison |

rUserID User name Fram to
3_BENFCONFIG  3_BENFCONFIG B3.11.2004/31.12.9999
8_BENFCONFIG  |3_BEMFCONFIG 03.11.200431 .12 9899
9_BENFCONFIG |9 BENFCONFIG B3.11.2004/31.12.9999
[TESTIDA testid1 B6 .12 2604(31_12.9999

8. The fifth tab is MiniApps and the sixth tab is Personalization. At this time, disregard these tabs.

r % Personalization
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Display List of Infotypes (S_ALR_87101323)

1. Enter transaction ‘S_ALR_87101323’ (n/S_ALR_87101323) or select ‘Display Infotypes According
to DDic’ from the main menu.

I Favarites
7 {3 User menu for WLW Test
) Maintain Users Own Data
1) Evaluate Authorization Check
[z Display HR Master Data
1) ERP PAYROLLlaunch Suite

L

Display Infotypes According to DO

@ ser Information System
B [ Tools

2. Enter the Info Type (* to view all, or specific value) and click ©

Display Infotypes with Data Dictionary Structures

@u

Requested infotype

Display Infotypes with Data Dictionary Structures

Infotype table

e

3. Alist of Info Types will be generated.

Infotype structure

Infotype text

Elelele] HR Master Record: Infotype 0000 (Actions)

ELalele] Additional Query Fields

pee1 HR Master Record: Infotype @081 (Org. Assignment)

a1 Additional Query Fields

pae2 HR Master Record: Infotype 00082 (Personal Data)

2[5} Additional Query Fields

a03 HR Master Record: Infotype 0003 (Payroll Status)

[EE3 Additional Query Fields

peo4 HR Master Record: Infotype 0004 (Challenge)

a4 Additional Query Fields

pRas HR Master Record: Infotype 000% (Leave Entitlement)
E[5[ELs] Additional Query Fields

ELa L] HR Master Record: Infotype G006 (Addresses)

E[E[E]5] Additional Query Fields

pea7 HR Master Record: Infotype 0007 (Planned Working Time)
[Ea7? Additional Query Fields

pRRE HR Master Record: Infotype 00082 (Basic Pay)

paEg Additional query fTields for Basic Payments (Infotype 0008)
2e et} HR Master Record: Infotype 0008 (Bank Details)
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Display Changes in Infotype Data (S_AHR_61016380)

1. Enter transaction ‘S_AHR_61016380’ (n/S_AHR_61016380) or select ‘Logged Changes in
InfoType Data’ from the main menu.

= i User menu for WLW Test
£ Maintain Users Own Data
[z} Evaluate Authorization Check
7 Display HR Master Data
) ERP PA Suite

Logged Changes in Infotype Data:
fg) Display Infotypes According to DDic
) Role Maintenance

@ User Information System

> 1 Tools

2. Select Long-term documents and enter InfoType to search on and click © . Additionally, you can
enter a range of InfoTypes and Changed dates.

Logged Changes in Infotype Data

@ Read from archive

Read documents from database

nng—term documents
[ | Shortterm documents

Selection

Transaction class

i@ Master data () Appl.data IATT
Personnel number to H
Infotype o
Changed on to E
Changed by o

Dutput options

[ | Direct output of docs [ Mew page per doc.
[ | Output program selections [ ] Outputin ALY
Sort order

@ Time  Personnel no. ) Infotype ilUser

Default currency
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3. Enter the transaction (or search if you don’t know it) and click © . Note: Single or multiple
transactions may be entered here.

Roles by Complex Selection Criteria

@& E

Selection by Assigned Transactions in Menu

Transaction
AND
AND

AND
AND

S

i

4. Alist of Changes in Infotype Data will be generated.

Logged Changes in Infotype Data

= [{f Errors

ogged Changes in Infotype Data

Long-term documents

Persho Infotype Date Time SgNo Changed by
21117318 A ooo2 18,02 2005 10:10:01 0001 CONVERTZ
01112105 A 0062 18.02 2005 10:10:05 0001 CONVERTZ
01112419 A ooB2 18.02 2005 10:10:058 0001 CONVERTZ
01059144 A 0002 18.02 2005 10:10:06 0001 CONVERTZ
1117567 A 0062 18.02 2006 10:10:06 0001 CONVERTZ
Q1057443 A 0002 18.02 2005 10:10:07 0001 CONVERTZ
QAF30057 A 0002 18.02 2005 10:10:08 0001 CONVERTZ
1112719 A 0062 18.02 2005 10:10:08 0001 CONVERTZ
nooan3ia A ooo2 18,02 2005 10:10:09 0001 CONVERTZ
00985856 A DoB2 18.02. 2005 10:10:09 0001 CONVERTZ
01112722 A 00B2 18.02 . 2005 10:10:10 0001 CONVERTZ
Q1112723 A 0oB2 18.02 2005 10:10:10 0001 CONVERTZ
Q1053368 A OOG2 18.02 2006 10:10:11 0001 CONVERTZ
Q1115769 A 0002 18.02 2005 10:10:11 0001 CONVERTZ
O1112422 A 00062 18.02 2005 10:10:12 0001 CONVERTZ
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Display User Security Assignments (ZAUTH_DSP_USR_ASSIGN)

1. Enter transaction ZAUTH_DSP_USR_ASSIGN’ (/nZAUTH_DSP_USR_ASSIGN) or select ‘Display
User Assignments’ from the main menu.

wd MSEDTIENU TOT SWLEY | sl

2 User Maintenance
7 User Mass Maintenance
&) Maintain HR Master Data

2. Display Roles and Profiles assigned to User:
3. Enter the UserlD into the ‘User Name’ field. The UserID is the user’s Personnel Number,

including leading zeroes. In this example itis ‘11111111°. To search for the User, click to
search and select the User.
Click Roles and Standard Profiles
Click P_ORIGIN (HR: Master Data)
6. Click @
Display User Assignments

d_ = Display Authorization Switch | §% Assigned Persons (Infotype 0105)

ok

User Name 3. 1111111
—7
\Url

Related Organizational Units )
Structural Profiles )
Roles and Standard Profiles
Display HR Authorizations )]

C. P_ORGIN (HR. Master Data)
[1P_ORGXX (HR: Master Data - Extended Check)

7. The report will display Roles and Profiles assigned to the User selected.
Display User Assignments

Gad T aBnTHTHh E R

Roles and StandardProfiles
User Mame 11111111
Role Profile Start Date  |End Date
Related Roles in OM (Relationship 007)
Standard Profiles in OM (IT 1016)
Roles in User MasterRec SR3P_DE_PAY_ANL 14.06.2005 |21.12.9999
SR3F_DE_PERS_ADMIN_ING 14.06.2005 [31.12.9999
SRaP_DE_T&A_PROC 14.06.2005 |21.12.9999
Standard Profiles in UserMastRec WADPADMIMNG
WADPAYANL_
WADT&APROC
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3. Display HR Authorizations by Authorization Object:
a. Enter the UserlD into the ‘User Name’ field. The UserID should be the user’s Personnel
Number, including leading zeroes. In this example itis ‘11111111’. To search for the User,

click to search and select the User.
b. Select Display HR Authorizations
c. Select P_ORIGIN (HR: Master Data)

d. Click

Display User Assignments

d. ‘£ Display Authorization Switch | @) Assigned Persons (Infotype 0105)
e

e. The report will display Roles and Profiles indirectly assigned to the User selected.
Display User Assignments

FaAFEF O DLATR = @

User Mame

et N —

a. 1111

Related Organizational Units @]
Structural Profiles @]
Roles and Standard Profiles @
Display HR Authorizations b.

C. _GRGIN (HR: Master Data)
[ |P_ORGXX (HR: Master Data - Extended Check)

or

Auth. object |Authorization Authorization value

P_ORGIN  |\WADPADMIN... [INFTY 0003

P_ORGIN  |WADPADMIN... |INFTY 0006 0oog
P_ORGIN  |WADPADMIM... |INFTY 0014 0015
P_ORGIN  |WADPADMIM... |INFTY 0016

P_ORGIN  |WADPADMIN... |INFTY 0019

P_ORGIN  |WADPADMIM... |INFTY 0021 0023
P_ORGIN  |WADPADMIN... |INFTY 0027

P_ORGIN  |WADPADMIN... |INFTY 0031

P_ORGIN  |\WADPADMIN... [INFTY 0040 0041
P_ORGIN  |WADPADMIN... |INFTY 0057

P_ORGIN  |WADPADMIM... |INFTY o077

P_ORGIN  |WADPADMIM... |INFTY 0081

P_ORGIN  |WADPADMIN... |INFTY 0094

P_ORGIN  |WADPADMIM... |INFTY 0105

P_ORGIN  |WADPADMIN... |INFTY 0106

P_ORGIM WADPADMIN. . |IMFTY 0121
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Troubleshooting
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Under development
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